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Be\«VARD I1asa 1. Mepwvl npedocmoposxcnocmu

MmaBa 1. Mepbl NpegoCTOPOXHOCTU

MNepen ncnonb3oBaHMEM YCTPOUCTBA HEOGXOANMO NMOMHUTL HUXKecneaylollee.

[aHHbIN NPOOYKT yooBneTBopsaeT BceM TpeboBaHnsiM 6€30MacHOCTN, OAHAKO, Kak 1 Nobon
anekTponpubop, B criyyae HenpaBWITbHOrO UCMOMb30BaHMNS MOXET BbI3BaTb MOXap, YTO, B CBOIO
oyepenb, MOXET MOBMeYb 3a coOOM cepbe3Hble nocrneAcTeus. Bo mabexaHume HecuacTHbIX

crny4aeB 06513aTeNIbHO U3y4nUTe UHCTPYKLMIO!

BHUMAHUE!
Mcnonb3ayiiTe TONMbKO COBMECTMMblE YCTpOWCTBa. JKChnyatauusi YCTPOWCTB, He 0J06peHHbIX

npounssoauTernem, Hegonycrtmma.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTaumu!
N3berante OnNUTENbHOIO WCMOMb30BaHMA WKW XpaHEHUs Kamepbl B HebnaronpusiTHbIX
YCIOBUSIX:

e [lpn CnNMLWKOM BbICOKMX UMW HU3KMX TemnepaTypax (paboyvas Temnepartypa yCTPOWUCTB
ot -10 go +50 °C).

e U3Geraiite nonagaHusa NpsiMbIX CONTHEYHbIX JIy4eN B TEYEHME ANUTENBHOIO BPEMEHM, a
TaKKe HaxoXaeHust NobrIM30CTN OTONUTENbBHLIX 1 06orpeBaTernbHbIX NPMOOpPOB.

e |3b6eranTte 6M30CTU C BOAOW UINMN UCTOYHUKAMU BIAXXHOCTH.

o [3berante 6nu3octn ¢ ycrtpomcTeamu, obnagarowmnmm 60nblLIMM 3M1EKTPOMArHUTHbLIM
adhdeKToM.

e Heponyctuma ycTaHOBKa Kamepbl B MeCTax C CUIbHOW BUBpaumen.

BHUMAHMUE!

B cnyyae HencnpaBHOCTU Kamepbl CBSXKUTECH C cepBUCHbIM LieHTpom OO0 «HIMIM «beapa».

B cny4yae HeKoOppeKTHOM paboTbl Kamepbil:
o [lpu oBHapy>xeHun abiMa NnNu HeobbIYHOrO 3anaxa.
e [lpn nonagaHun Bogbl NN NOCTOPOHHUX OO BEKTOB BHYTPb.

e [lpy NageHnn kamepbl UK NOBPEXAEHMMN Kopryca:

BbinonHuTe cnepyrowme AeMcTBUNA:
e OTKMOYMTE KaMepy OT UCTOYHMKA NUTaHUSA N OTCOeAMHUTE BCe OCTarbHble NpoBoaa.
e Casxutecb ¢ cepBucHbiM UeHTpoMm OOO «HIIM «beBapa». KoHTakTHble AaHHble Bbl

MOJKeTe HanTu Ha canTe http://www.beward.ru/.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



Be\«VARD I1asa 1. Mepwvl npedocmoposxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNakoBKY MPOM3BOAUTENS UK NoGon apyrov

MaTepuan cooTBeTCTBYHOLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo nsbexxaHne neperpesa HU B KOEM criyvae He BNOKMPYNTE LMPKYNsUMIO BO34yXa BOKPYr

kKamepbil!

YucTtka

Ncnonb3ynte MArKyro Cyxyr TKaHb [Ons NPOTMPaHUS BHELUHWX MoBepxHocTen. [lns
TPYAHOBLIBOAMMBIX MATEH WUCMNONb3yWTe Hebonbluoe KONMMYEeCTBO YUCTALEro cpeacrtsa, nocne
Yero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe neTyyne pacTBOpuTENM, Takme Kak cnvpTocodepalime cpencrsa unu

O€eH3MH, TaK Kak OHU MOTyT nNoBpeanTb KOpnycC KaMepbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



BG\,UARD Inasa 2. Obwue ceedenus

NnaBa 2. O6wune cBegeHun

BEWARD B12CRW - at0 komnakTHas |P-Bngeokamepa €O BCTPOEHHbIM OMHAMUKOM,
aKTUBHbIM MUKPOOHOM U BbicokovyBCcTBUTENBHBIM KMOTI-ceHCcopoM ¢ paspelwseHnem 720p wu
nporpeccmBHbiM  ckaHupoBaHmeM. Kamepa ocHaweHa WK-nogcseTtkon, PIR-ceHcopom,
BCTpoeHHbIM Wi-Fi-moaynem anga opraHusaumm 6ecnpoBogHoOro coeauHeHns no ctaHgaptam IEEE
802.11 bl/g/n. Takme TexHomnornn, kak pexum «[eHb/Houby», pacLIMpeHHbI ANHAMUYECKUIA
AvanasoH ¢ uudposon obpabotkon curHana (DWDR), cuctema wymonopaeneHusa (2D/3DNR)
BbIFOQHO OTMIMYAKOT OaHHY0 Kamepy, MO3BOMSAS el COOTBETCTBOBATb BbICOKUM TpeboBaHUSM,

npegobaBndemMblM K COBpEMEHHbIM CUCTEMaMm BUAeoHabnoaeHus.

N

Be\WARD 5

T e

Puc. 2.1

IP-kamepa BEWARD B12CRW no3BonseT npocmaTpuBatb BUOEO B pearibHOM BpeMeHu
yepes ctaHaapTHbI MHTepHeT-6paysep.

Kamepa cnocobHa BblgaBaTb BMAEONOTOK B ¢hopmartax cxkatus H.264/MJPEG. dopmar
H.264 wnpeanbHO noaxoAuMT ANS  YCNOBUA OrpaHUYEeHHOW nornockl nponyckanuda. [lpu  ero
NCNONb30BaHMM OOCTUraeTCs HaUMEHbLUMA TpaduK 1 xopollee KayecTBo nsaobpaxeHus. dopmat
MJPEG npeagHasHa4yeH ans 3anucu u npocmMoTpa BUaeom3obpaxeHnsa B Haunyywem Kkayectse, HO
TpebyeT GonbLUMX CETEBLIX PECYPCOB M MECTa Ha XXEeCTKOM AucKe (Npu 3anucu).

Kamepa B12CRW nogkntovaeTtcd K ceTn npy noMoLum nposogHoro nHtepgenca 10BASE-
T/100BASE-TX unu 6ecnposogHoro uHtepdgenca IEEE 802.11 b/g/n (Wi-Fi). Ona 6bIcTpOThl U
ypobcTtBa noakntodeHns kK 6ecnposogHon cetn kamepa cHabxeHa kHonkon [WPS] (nogpobHee cm.
nyHKTbl 6.1, 6.2 gaHHoro PykoBoacTea).

Moppepxka kapT namsatn Tuna MicroSD nossonsieT caenatb cUcTemy BuaeoHabnoaeHus
ewe 6onee HagexHoW: BakHasd MHAOPMaUnUsa He NponageT Npu NoTepe COeAMHEHNS, B MOMHOM
obbeme oHa MoOXeT OblTb COXpaHeHa Ha kapTe namaTu. B panbHenwem, ee MoxHo 6yger
BOCMPOM3BECTU KaK HENOCPEACTBEHHO C KapTbl, TaK U yAareHHO MNocne yCTpaHeHUst TEXHUYECKNX

npobriem ceTu.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



BekvARD Inasa 2. Obwue ceedenus

2.1. OcobeHHocTH IP-Bpeokamepbl BEWARD B12CRW

¢ BbicokokauecTBeHHbI KMOI-ceHcop ¢ nporpeccnBHbIM CKaHUPOBaHMEM

o [lo 25 kagpoB B cekyHay npu paspeeHnn 1280x720

o [lopoepxka kapT namaT Tmna MicroSD/SDHC

o BctpoeHHbin Wi-Fi-mogyne IEEE 802.11 b/g/n ¢ nogaepxkon WPS

o [lopgoepxka OOHOBPEMEHHOro KOoAWPOBaAHWA ABYX MNOTOKOB B dopmaTtax H.264 wu
MJPEG

e 3nektpomexaHuyeckun VK-cpmnbtp u pexnm «deHb/Houb»

e BctpoeHHas MK-nogceeTka 4o 8 m

e BctpoeHHbin PIR gatuuk.

e PaclmnpeHHbI AMHaMUYECKUIA uanasoH ¢ undgposon obpaboTtkon curHana (DWDR)

o Llndposas cucrema wymonogaenenus (2DNR, 3DNR)

e BCTpOEHHbIN AMHaMWK U akTUBHbIM MUKPOoH ¢ APY: o 10 m

e BcTpoeHHbIi Be6-cepBep ans HabnoaeHnst 1 HaCTPOWKK

o [loppepxka npotokona HTTPS

e B03MOXHOCTb MPOCMOTpPa 3anuMcaHHbIX hannoB ¢ MOMOLLbIO BCTPOEHHOIO nneepa

e BcCTpoeHHbIN AeTekTop ABMXKEHMUS

o Bbibop notoka (oCHOBHOW/anbTepHATUBHLIN) Npu 3anucy Bugeo Ha FTP

¢ Bbibop paspelueHus kagpos ansi 3anucu Ha FTP, kapty namatn un no E-mail

o Co3gaHve ouyepenm npu yctaHoBreHHoW nepepadve dannos Ha FTP/E-mail, ecnu ceTb
BPEMEHHO HEAOCTYMNHA

o [lopoaepxka ONVIF

2.2. OCHOBHbIe XapaKTepPUCTUKH

e (CeTo4vyBCTBUTENbHBLIN anemeHT: OmniVision, 1/4" KMOI, JeHb/Houb, OmniPixel3-HS,
MNporpeccrBHOE CkaHMPOBaHue

e Ob6bekTnB: cMeHHbI M12 (Ha BbIOOP)

o YypcTBUTENbHOCTL: 0.1 1K (aeHb) / 0.05 nk (HoYb)

o CkopocTb paboThl 3aTBOpa: oT 1/25 ¢ no 1/8000 ¢

e PaspeweHne: 1280x720 — ocHoBHOM noTok; 960x540, 480x268, 320x176 -—
anbTepHaTUBHbIN NOTOK

e OpHoBpemeHHoe koaupoBaHue: H.264/H264, H.264/MJPEG, MJPEG /MJPEG

e CKopoCTb KagpoB: A0 25 kagpoB B CeKyHAOY ANsl BCeX pa3peLueHnin

e BCTpPOEHHbIN MHOMO30HHbIN OETEKTOP ABUXKEHUSA C PErynmpoBKON YyBCTBUTEIbHOCTU

e [lo 10 ogHOBpEMEHHbIX NOAKIHYEHNI

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW n



Be\'vARD Inasa 2. Obwue ceedenus

OTnpaBka KagpoB C BbIGOPOM paspeLleHnst Mo 3MeKTPOHHOW no4vte, Ha FTP-cepsep 1
KapTy namsiTu no pacnuMcaHuio Nepuoavyeckn uU npu BO3HUKHOBEHWUM TPEBOXHOIO
coObITHS.

OtnpaBka Bngeo ¢ BbIODOPOM MOTOKa (OCHOBHOW/anbTepHaTuBHLIAN) Ha FTP-cepep un
KapTy naMsaTu NO pacnucaHuio 1 npu BO3HMKHOBEHUN TPEBOXHOIO COBbITHS.

Mutanne: DC 12 B

Pa6bouyasa temnepatypa: ot -10 go +50 °C

Mopnepxmsaemble npotokonel: TCP/IP, UDP, DHCP, IPv4/IPv6, ARP, FTP, SMTP,
DDNS, NTP, HTTP, HTTPS, RTSP, RTP, SSL, PPTP, PPPoE (PAP, CHAP), IEEE
802.11b/g/n, UPNnP

Mopaepxka otpacnesoro ctaHaapta ONVIF 2.01

2.3. KomnneKkT nocTtaBku

IP-BMgeokamepa ¢ yCTaHOBMNEHHbIM 0O HEKTUBOM
Bnok nutanna 12 B (DC)

AHTEHHa onsa nogknoyeHns K 6ecnpoBOAHON ceTu
Kabenb naTty-kopg (1 m)

KpoHwTenH

YnakoBo4yHas Tapa

BHUMAHUE!

BEWARD ocTtaBnsieT 3a coboi npaBo Ha U3MeHeHMEe KOMMNMeKTaLmM 000pyaoBaHUs 1 ero noodbix

XapakTepucTuk 6e3 npeaBapuTenbHOrO YBELOMITEHNS.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



B@\,UARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEA

NnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbI YCTPOMCTBA
3.1. Paamepsbl IP-kamepbl B12CRW
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Puc. 3.1

Pa3mepb| YKa3aHbl B MUNITUMETpPax.

3.2. OcCHOBHbIe 3neMeHTbI

BHelwwHun BUA kamepsbl npegctasneH Ha PucyHke 3.2.
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Puc. 3.2
Ha nuueBoun cTopoHe Kamepbl PacnosnoXeHbl creayroLme anemMeHTb:
1 - O6beKkTuB: 06bEKTUB C KpenneHnem M12.

NMPUMEYAHUE!

M3HayanbHO 06bEKTMB Kamepbl CCbOKYCI/IpOBaH n He Tpe6yeT OONONHUTENBHOMN HaCTpOVIKM.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW n



Be\«UARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEA

2 - BCTpPOEHHbIM MMKPOCMOH: akTMBHbIM MUKPOOH C noadepxkon APY nossonsiet

nonb3oBaTento crblwaTh TO, YTO NPOUCXOAUT B MECTE YCTAaHOBKM KaMepbl.

3 - BCTpPOEHHbIN AMHAMMK: aKTUBHbIN AMHAMUK C BO3MOXHOCTbIO Nepedayn 3Byka U3
nu4yHoro kabuHeTa cepsuca Beward.

4 - PIR ceHcop: noseonseT OOHapyXuBaTb [ABWKEHWE B KOHTPONMPYEMOMW 30HEe
He3aBUCUMO OT YPOBHS OCBELLEHUS, TaK Kak pearmpyeTt Ha MH(ppakpacHoe (TennoBoe) nsnyyeHune.

5 - [latTunk cBeTa: JaTyuK, yNpaBnsaowmi aBTOMaTU4YECKMM BKNOYEHNEM\BbLIKITHOYEHNEM
CcBeTa B 3aBUCMMOCTU OT OCBELLEHHOCTU OKpYXKatoLLero npocTpaHCTBa.

6 - CBetoguopn WK-noacBeTku: cnykvt AnNs NOACBETKM 30HbI HabnwaeHus npu
HeJOCTaTOYHOW OCBeLLleHHOCTU. B TeMHoe Bpemsi CyTOK Kamepa nepexoaut B pexuMm «Houb»
(4epHO-6enoe um300paxeHne) wun aktmBupyeT WMK-nogcBeTky, KoOTOpasi MNO3BONSAET BECTU
BUOgeoHabnogeHne paxe B nonHonm TemHoTe. WK-nogceBeTka SBNAETCs anbTepHaTUBOM
CTaHOapTHOMY OCBELLEHWNIO, HO, MPU 9TOM, OHA Masio 3amMeTHa OKPY>KatoLLIMM.

7 - NHOuKaToOp COCTOSIHMA: 3aropaeTcd nocre MnoaKoYeHNa Kamepbl K WUCTOYHUKY
NMUTaHUSA N MEHSIET CBOW LIBET B 3aBUCUMOCTM OT COCTOSAHUS NOAKM0YEeHNs K cepBucy Beward.

MHaukaTop COCTOAHUA FOpuUT KpacHbIM: K IP-kamepe nogknioyeHo nutaHue, naet
3arpyska CMCTeMbl U NOAKNIOYEHME K cepBucam Beward.

MHgukaTop COCTOSIHMA TFOpPUT CUHUM:. 3arpys3ka |P-kamepbl 3aBeplleHa, Kamepa
noakntoyeHa k cepsncam Beward u rotoBa k pabote.

MHaukaTop COCTOAHMA He ropuT: K IP-kamepe He NOAKNIYEHO NUTaHne.

8- MHgukaTop NpoBOOHOr0 MOAKIKOYEHUSA: MHOMKATOP MOAKMYEHMS 3aropaeTcs npu
NOOKIHOYEHUN KamMepbl K NTOKanbHOM CEeTU 1 NOKasbliBaeT TEKYLLYHO CETEBYIO aKTUBHOCTb.
MHgukaTop MNpoOBOAHOro MNOAKMIOYEHUS MuUraet CUHUM uUBeToM:. [P-kamepa
NoaKIIto4eHa K CETU C MOMOLLLbIHO NMPOBOAHOIO COEAMHEHMUS.
UHpnkaTop NpoOBOAHOIO NOAKMIOYEHUSA He ropuT (He muraeT): |IP-kamepa OTKrnoYeHa
OT NPOBOOHOM CETM.
9 - CnoTt KapTbl namAaTU pacnonoxeH cboky. OH npegHasHadeH ANA YCTaHOBKW KapT
namatn c¢opmata MicroSD/SDHC. Wcnonb3ynte kapTy namsaTu Ans 3anucu  Buaeo- u
ayanoaaHHbIX Npyv BOSHUKHOBEHUM TPEBOXHOIO COObITUS, B pEXMME NOCTOSHHOW 3anucu, a Takke

Onga aBToMaTU4eCKoN p636pBHOl7I 3anunucu npn oTCyTCcTBMnN coeanHeHNA C CETbHO.

Ha 3agHen cTopoHe KaMepbl pacnosioXeHbl Creayowme afieMeHTbI:

10- Copoc HacTpoek [Reset]: naHHasa kHoMka NpegHa3HadveHa ans cbpoca Bcex HaCTPOeEK
Kamepbl B 3aBOACKME yCTaHOBKM. [Ina cOpoca HacTpoek HeoOXOAMMO B TEYEHWE OeCATU CEeKyHA
HaXkaTb KHOMKy cOpoca Tpu pasa C NpoMeXyTKkamn B O4HY 1 Bonee cekyHObl Mexay HaXaTUaMun.

11- CTukep: cooepxuT nHopmMaLmio 0 NPoayKTe:

1. SN: cepuiiHbIn Homep IP-kamepbl;

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW n



Be\«VARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEA

2. MAC: MAC-agpec IP-kamepsbl B ceTu LAN (npy npoBOogHOM NOAKMOYEHUM KaMepbl).

BHUMAHUE!
WHdopmaums o MAC-agpece unu CepumHOM HOMepe MOXeT ObiTb MofesHa npyv  MonyYeHun
KOHCynbTauuMm y crneumanucta TEeXHUYECKOM MNOAAEPXKKM (Mo TernedOoHy Wnu 3NeKTPOHHOW mnoyTe).

|_|03TOMy nepeg O6anJ,eHl/IeM B cny>+<6y noanep>XkKm NnoaroTtoBbTe 3TN CBEOEHUA 3apaHee.

12 - CeteBoM pasbem [Ethernet]: pasbem ona nogknoyeHns kamepbl K ceTu UHTepHeT,
poyTepy Unn KOMMyTaTopy, NpU NOMOLLM CTaHAapTHoro wrekepa RJ-45.

13 - Pasbem nutaHua [DC 12V]: npegHasHayeH ons nogknoyeHnsa 6noka nutanmsa 12 B.

MonspHOCTb NOAKMHYEHNS: O—C‘ @

BHUMAHUE!
[Ona koppekTHOM paboTbl Kamepbl MCMOMb3yMTe TOMbKO MCTOYHUKM, pekoMmeHaoBaHHble OO0 «HIMM

«besapa»!

14 - Pasbem [USB]: gaHHbIN pasbem npegHasHadeH Onsi NOoAKMYeHust BHewwHero 4G-
mMogemMa  (CNMCOK  nogAepXmBaemblx — Mogenem  MooeMOB — pasMelleH Ha — cante

http://www.beward.ru/ B kapTouke ToBapa).

15 - bBesonacHoe ynpoweHHoe Wi-Fi-coeguHeHne [WPS] pgaHHas kHonka
npeaHasHavyeHa AOns MONyyYeHusa ceTeBbiXx HacTpoek no npotokony WPS. [Ans nogknoyeHus
kKamepbl K OGecnpoBogHon ceTu ¢ nomowbio WPS HeobxooMmo HaxaTb OaHHYK KHOMKY Ha
OecnpoBOAHOM YCTPOWCTBE, K KOTOpOMYy TpebyeTca noakniountbcsl, U Ha |IP-kamepe (6onee
noapobHyo nHdopmauunio cM. B NyHkTe 6.1 aaHHoro PykoBoacTea).

16 - UngukaTtop WPS: nHgmkaTtop nogkmnoyeHns 3aropaeTcsi B MOMEHT YCTaHOBKM CBA3M
no npotokony WPS mexay kamepon 1 6ecnpoBO4HOM TOYKOW JOCTYyNa.

17 - Pa3zbem Wi-Fi aHTeHHbI: kOHHekTOop RP-SMA ans Bxogsuien B KOMNIIEKT NOCTaBKK

adHTEeHHbl AnA GGCI'IpOBOD,HOFO NOAKINMHOYEHNA.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW
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naBa 4. YctaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wume ceBegeHus o nogknroyveHnu IP-kamepbl B12CRW Kk ceTun

IP-kamepa B12CRW moxeT nogkntoyaTtbCst K nokanbHom cetn nnbo cetn VHTepHeT npwm
nomowim kak nposogHoro coeauHeHus (Ethernet), Tak n 6ecnpoBogHoro coeamHenus (Wi-Fi).
MoagknoyeHne MOXeT OCylWecTBNATbCA Kak Hanpsamyto k [K, Tak 1 npu nomowm

BCromoraTtenbHOro ceTeBoro ob6opyaoBaHust (MapLLpyTU3aTopbl, KOMMYTaTopbI).

_ MpoBoOHOE coegUHEeHUe Internet

o ‘&

Puc. 4.1

[nsa 6ecnpoBoAHOro NOAKNIYEHNST KAMepbl MapLIpyTU3aTop AOMKeH ObiTb ocHaweH Wi-Fi-
MHTEpPdEencom.
OcCHOBHbIE Warn n pekoMmeHgaumm no yCTaHOBKE U HACTPOWKe Kamepbl OnucaHbl Jarnee B

OaHHoMm PykoBoacTse.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



BG\,UARI) I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMMA CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpY MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeHUIo KaMmepbl:

o |P-kamepa BEWARD B12CRW npegHasHaveHa ans OCYLLECTBIIEHMS
BMOeoHabnogeHns ¢ npegenbHon Temnepatypon akennyatauum ot -10 go +50 °C.

e W3beranTte nonagaHusa Ha Kamepy NpPsIMbIX COMHEYHbIX fy4yen B TedeHue OfUTerNbHOro
BPEMEHM, a TaKKe HaxoXAeHWsa nobrm3ocTn OTOoNUTENbHbLIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnwoaeHuss npuvBenéT K MNOSBAEHMIO
HexxenaTtesnbHbIX «CnenbiX» 30H, KOoTopble OyayT ocTaBaTbCsl BHE MNONSA 3peHust
oneparopa.

e W3beranTte 6GnM30CTN C BOAOW UM UCTOYHUKAMM BNAXXHOCTW.

o |3berante OnNM3oCTM C YCTPOMCTBaAMU-TEHEPATOPAMU MOLLHbBIX 3SMNEKTPOMArHUTHbBIX
BOJTH.

e Yb6egoutecb B BO3MOXHOCTM pasMeLleHUs yCTpoWcTBa C YyyeToM noAaBoda
coefvHUTENbHbIX Kabenewn.

e W3GeranTte cnocoba kpenneHus kamepbl, OOMyCKaloLWero 3HaduMTenbHylo Bubpauuto.
[aHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTL AeTekTopa ABWKEHUS U 4YEeTKOCTb
n3o6paxkeHnsi B LIENOM.

e Kamepbl BuaeoHabnogeHuss HeobxoaMMo pasmellatb Tak, 4YToObl  UCKNIOYMTL
crniyyariHoe wnu crneumanbHOe MNOBpPEeXAeHMe W M3MEHeHue HanpasneHus ob3opa
Kamepbl.

e HanpaBnenne o63opa (30Ha BuaeoHabnwAeHUs) kamepbl OOMMKHO OblTb TBEPOO

onpeneneHo Ha MOMEHT YCTaHOBKMW.
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PekomeHpaumu no npoknagke Kabensi Tuna «BUTasi napa:

e B «kopugopax xenatenbHO MpOKMaAblBaTb MY4YKM INEKTPUYECKMX W CnaboTouHbIX
kabenen no pasHbIM Kabenb-kaHanam, NPOXoasALMM Mo pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagbiBaTb BUMTOMAPHbIE U 3NEKTpuYeckme
kabenn B pasHbIX OTCEeKax WM CeKUuMsX, MWMEKLWUX ChfoLWHble MpoaosibHbIe
neperopogkMm € npenerioMm OrHecTomkoctM He MeHee 0,25 4 u3 Hecropaemoro
MaTepuana Tonbko B pabouymx 30HaxX Ha pacctosHum He Gonee 15-Tm mMeTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kBA.

e Onektpudeckme n cnabotoyHble kKabenu gonyckaeTcsa NpoknaabiBaTh napansenbHo Ha
paccTosiHuM He MeHee 50 MM Apyr OT gpyra B pasHblx kabenb-kaHanax unm cekumsax
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3MeKTpuYeckoro nonsi, obpasytolierocsi oT
anekTpudeckoro kabens, 6ynoet 6onee 3 B/M, TO HeO6X0ANMO YBENNYUTL PACCTOSIHNE
MEeXOy OneKTPU4eCKUMM U criaboTouHbIMM  Kabenamm unuM  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BwuTonapHble u anekTpuyeckne kabenu OOMMKHbI NepecekaTbCA TONMbKO Mo4 MPsiMbiM
yrmnom.

e HeakpaHupoBaHHble BUTOMapHble Kabenu [OMMKHbI NPOXOAUTb Ha PacCTOSHUM He
MeHee 125 MM OT rasopaspsigHblX flaMn AHEBHOrO cBeTa (MIOMUHECLIEHTHbBIX namn) u
APYrnX BbICOKOBOMbTHbBIX YCTPONCTB, COAEPXaLLMX Pa3paaHUKN.

e HeakpaHupoBaHHble BUTONApHbIE kKabenu AomKHbI NPoKNaabiBaTbCs Ha pacCTOSHUM He
MeHee 1.5 MEeTpPOB OT MCTOYHWKOB CUSIbHbIX 3NEKTPOMAarHUTHbIX NOMeX, obpasyowmnx
HaNPsPKEHHOCTb 3NEKTPUYECKOro Nonsi cebiwe 3 B/m.

e PacnpegenurenbHble YCTPOMCTBA C 3a4eNaHHbIMN HEAKPAHMPOBAHHBIMU BUTONAPHbBIMU
kabensmMn [OOMKHbI pacnonaraTbCA Ha pacCTosiHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWIbHbIX 3NIEKTPOMarHUTHbIX NoMeX, O0Opasyrowmnx HanpsKeHHOCTb
3reKkTpu4eckoro nons ceviwe 3 B/m.

e [lpoknagka BUTOW Napbl MeXAy TOYKaMWM MOAKMYEHUs OO0SPKHA NpOoM3BOAUTLCS
uenbiMu Kyckamu, Npyv 3TOM HanpaBfeHue Tpacchbl cneayeT 3apaHee npogymaTtbh Tak,
4YTOBbI €€ NPOTSHKEHHOCTb Oblfa Kak MOXXHO MEHbLLE.

e MuHumanbHbIM paguyc u3rmba gns kabena — deTblpe AmameTtpa kabensa (mnm 1
arnM=2,5 cm), HO CyLLeCTBYIOT pekoMeHaauun pasmeliatb kabenb Takmm obpasom,
4yTobbl 06ecneymBaTb U3rnb pagmycom 2 aronma (5 caHTUMETPOB).

o MakcumanbHas gnvHa cermeHTa gosrmkHa 6biTb He 6onee 100 meTpos..
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4.3. MoHTax IP kamepbl

Kamepa kpenuTcst K NOBEPXHOCTM MpK MOMOLLM 2-X BUHTOB (pa3mep atobens 25x6 mm).

War 1: pacnakymte KpOHWTENH W MPUKPENUTE CTOMKY KPOHLWITENHA K OCHOBAHWIO
KpOHLUTENHa BUHTOM M8 13 KoMnnekTa NocTaBku.

War 2: HameTbTe MecTa Ha MOHTa)XHOW MOBEPXHOCTW W MPOCBepnuTe ABa OTBEPCTUS
rnybuHon 25 mm, ecnu Bbl nnaHmpyeTe ncnonb3oBaTth A106ens 1 BUHTbI U3 KOMMSEKTa.

War 3: BcTaBbTe nnacTukoBble Awbens B OTBEPCTUS U MPUKPENUTE OCHOBaHue
KPOHLUTENHa K MOBEPXHOCTU C MOMOLLbIO ABYX BUHTOB.

LWar 4: 3akpennte Kamepy Ha KPOHLUTEWHE, UCMONb3ysl pe3b00oBOE OTBEPCTUE HA 3agHEN
CTOPOHE KaMepbl.

LWar 5: Bbibepute HanpaeneHne 063opa kamepbl U 3adUKCUPYNTE €€, NCNONb3yS BUHTOBON
dmKcaTop KPOHLUTENHA.

LWar 6: nogkniounte IP-kamepy kK KOMMyTaTopy/MapLLpyTM3aToOpy Npy NomMoLum kabens
naTy-kopa U3 KoMmnnekTa noctaBku. [ogknounTte NnMTaHne kaMmepbl, UCNonb3ys 6ok NuTaHua 5 B,

1 A 13 KomnnekTa nocTaBKU.

4.4. YctaHoBKa / uaBne4vyeHume KapTbl naMAaTU

OTkntounTe nutaHmne. YctaHouTe KapTy namatn MicroSD o6bemom go 32 6 B cnot. [Ans
9TOro pasBepHUTE KapTy KOHTaKTaMu K nepegHen NMoBEPXHOCTU Kamepbl U K CIOTy U BCTaBbTe B
CNOT A0 Wwenuka.

Ansi n3BneyeHus KapTbl MaMATM HaXMUTE Ha €e Topey A0 LWenyka, U MPYXUHHBINA
MeXaHM3M BbITOSIKHET KapTy M3 crnoTa.

Mogknounte NuTaHne KaMepbl.
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4.5. NMpoBoaHOE NoAKNtOYEeHUE KaMepbl K CeTn

Inasa 4. Yemanoexa u nooknouenue IP-kamepuol

Mcnonb3ysa coeanHuTenbHblid kabenb ¢ pasbemMom RJ-45, nogkntounte IP-kamepy Kk

nokanbHon cetu (k LAN-uHTepdency maplipytusatopa).

B cnyyae HeoGxoaMMOCTWN, COeAUHUTENbHbIA Kabenb MOXHO NPUOGPECTU OTAENbHO UMW,

npu Hann4nm HeobXxoaANMbIX mMmaTtepunanoB, UHCTPYMEHTOB U OnblTa, N3rOTOBUTb CaAMOCTOATESTbHO.

BapuaHT «npamoro» kabena (UTP kateropumu 5e) ¢ pasbemom RJ-45

C ogHoOro KoHua

C apyroro KoHua

CHAZY:

1_8
[T

CMEPEAM: E%
1 8

: beno-opaHxeBbI

: OpaHxeBbii

: Beno-3enénbin

CuHun

: Beno-cnHnn

: 3enéHbin

: beno-kopnyHeBbIn

olN|o|la(srlw|(N| =

: Kopu4iHeBbIn

CHIAZY:

CTEFEM: %
1 8

: beno-opaHxeBbii

: OpaHxeBbliit

1_8
[T

: beno-3eneHbin

: CnHmn

. Beno-cuHumn

: 3enéHbin

: beno-kopuyHeBbIn

OINO[O [ [WIN|[=

: KopuyHeBbii

,D,J'IFI MN3roToBJ1IEHUA

«npsimoroy» kabena Heobxoauwmbl: kabenb UTP (BMTasa napa kateropmm

5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpy Takom nopsigke noaknoyYeHuss nap (ykasaHHom B Tabnuue) obecneyvBaroTcs

rapaHTupoBaHHbIE Mpoun3BoAuTeENeM BeJIMYMHA U pacnpeneneHne 3agepxXek pacnpoctpaHeHudA

curHana, a, cnefoBaTternbHO, U 3asiBNIEHHas CKOPOCTb nepeaaydn AaHHbix 100 MouT/c.
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MnaBa 5. HacTponka npoBogHOro coegUHEHUs

Ons Toro ytobbl IP-kamepa B12CRW pa6Gotana B Baluel nokanbHOM CETU COBMECTHO C
Apyrum obopyaoBaHMeM, HeOOX0AMMO BbINOMHUTE €€ NOAKII0YEHNE B COOTBETCTBUM C TEKYLLMMM

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOK oyepenb, HeO6XO/J,I/IMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHUE!
Ha3BaHMsi HEKOTOPbIX MYHKTOB MEHI0 W (PYyHKUMI Ha CKpMHLWOTax B AdaHHOM PykoBoactse MoOryT
oTnnyaTtbcs OT TakoBbIX B Bawen sepcun Windows, ogHako anroputm NpuBeOeHHbIX OENCTBUIA ABNAETCS

YHUBEpPCASbHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM FIOKaNIbHOW CeTU

B cnyyae nogknioyeHnss no kabeno Ethernet Heobxogumo onpegenuTtb  Tekywme
HaCTPOWKN NPOBOAHON CETH.

,D,J'IFI onpeneneHna TeKywnx HacCTpoek HpOBOﬂ,HOVI JIoKanbHOW ceTwn I/lCI'IOJ'Ib3yl7ITe

KOMMbIOTEP, NOOKINIOYEHHbIV K 3ToN ceTu. Haxkxmute llyck — lMaHenb ynpaeneHus (Puc. 5.1).

P
Le Internet Explorer

a Skype BEWARD

| X2 Microsoft Office Excel 2007 Fomyucrs

Wzobpaxennn

Myzbika

Wrpei
m BRSController

KomnetoTep
m BEWARD IP Visor

Q BEWARD Player

)
D, CnyxBbl

TNanens ynpaenexns
YcTpoiicTea W NpUHTEPEI

Mporpamus No ymonuaHno

e
.,eo Cny#cBbl KOMNOHEHTOB
Cnpaska u NoAlepxia

»  Bcenporpammel

£ |rgmg

Puc. 5.1

B oTkpbiBlEMCA AManoroBOM OkKHe BbibepuTe nyHKT [[IPOCMOTP COCTOAHMA cCeTU MU

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.2).
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Hacrpoiika napameTpos KoMneoTepa

Cuctema u Be30NacHOCTb
MpoBepka COCTOAHNA KOMNLIOTERE
APXMBMPOBEHME A3HHbIX KOMNBHOTEDE
Mownck u ncnpaeneque npoénem

Cetnn MuTepHeT
[pocMoTp COCTORHMA CETH W 33434 I
BuiGop napameTpoe gomMaluHedd rpynnel u obwero

-1 | revoconavensympasrens 0]

MpocmoTp:  Karteropua ~

YueTHble 3anncy nonb3oBaTenei n

CeMERH...

@' JoGasneHne n yAaneHne yYeTHbIX 3anncei
nonb3oeaTencei

@' YcTaHOBKa POAMTENLCKOrC KOHTRONA ANA BCEX
nonb3oeaTencei

Odopmnerue 1 NepcoHannsauma

A0CTYNa K AaHHbIR zmeHeHne Temel

WMzmenenne gona pabouero crona
O6opyaoBaHWe 1 3BYK dora p

MpocmoTp ycTpoicTe M NPUHTEROB
JoGaenenune ycTpoiictea

Hacrpoiika paspewerna sxkpana

Yachkl, A3LIK 1 PETWOH

CreHa packnagkn KNasnatypel WK Ay
cnocoBoB BBOA

Mzmenenne asbika mHTepdeiica

Mporpammbl
¥aaneHwe nporpammel
CneumansHble BO3MOXHOCTH

P Windows nap poi
OnTuMnsaumMa n3oBpakeHnA Ha 3KpaHe

LAY

Puc. 5.2
B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoakniovyeHne no nokanbHon cetu] (Puc.
5.3).

[ ]
) - -~ - -
@ epreT b Lentp ynpasnenua cetami n oBugmm goctynom - || [Mouck & naneau ynpasnerus pel

Manens ynpasneqnsa -

T S MpOCMOTP OCHOBHbIX CBEAEHMNIA O CETW U HACTPOMKa NOAKNHOUEHNI

N K ¢
g =,
BEWARD WhTeprer
(3T0T KomnsroTER)

MpocMoTp NonHoi KapTel
MzmeHenmne napamerpos
gipEpa Heckoneko cetei

I3mennTe gononHuTENbHBIE

napametpel obuero goctyna MpocmoTp akTMEHbX CeTeR

Cemn 4
OBuecTBeHHan CeTb

MogkntoYeHne naK OTKAMGHEHNE

Tun goctyna: WHTepHeT

Mogrntouenna:

WNsmererne CETEBbIX NapaMeTpoe

E' Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOMD, MOAEMHOrD, npaMoro nan VPN-nogknoyerna
WM 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyna,

? MogkntouuTeca K ceTi

Mogknroyenne WM NOBTOPHOE NOAKMNIOHEHNE K GECMPOBECAHOMY, MPOBOAHOMY, MOZEMHOMY
CETEBOMY €1 WAN MoK K VPN,

Bulfop AomMaLLHER rpynnkl W NapameTpos oBLUero AocTyna

Aoctyn k $aiinam n NpUHTEPaM, PACMONOMKEHHEIM H3 ADYTUX CETEBBIX KOMNBHOTEPAX, MAK
W3MEHEHNE NapaMETPOE OBLLEro AoCTyna.

Cra, Takcke
Bpanamayzp Windows
Jomalunas rpynna YcTpaHeHne HENONAADK

CeoiicTea obospesaTena JwarHocTuka n NCNpaeneHne CETEBbX NpoBaem MAN NoayYeHne CBEAEHNA of ncnpasneHnm,

Puc. 5.3
NMPUMEYAHUE!

I'Ip|/| HaNM4YnUM HECKONbKNX NOOKIHOYEHUN BblﬁepI/ITe TO, K KOTOPOMY NniaHNpyeTcAa NOAKIMH4YNTb IP-Kamepy.
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B oTkpbiBLUEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

@ CocrosHue - MNoAKAYEHNE NO NOKAALHON CETH ﬂ

Obwne

Moaxnoyerne

IPv4-nogknioHeHme: WHTepHeT
IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD
AnUTensHOCTL: 04:47:33

CKopocTe! 100.0 MBuT/c

AKTMBHOCTE

OTNpaBneHoy —— Lﬁ! = [puHATO
o
BaifT: 79 188 190 I 805 509 770

[ rS'Cﬁmﬁcnfia ][@'OTmmquTb] [ﬂmarna:rmca ]

Puc. 5.4
B AQvanoroBom OKHe CBOWCTB CETEBOrO MOAKMYEHUSs HeobxoaMmo BblGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.5).

L.:J MoaxntoueHWe NO JCKaNsHOM CETH - CBOCTEa M

Cem | Opemyn

MNopknioueHie yepes:

l.-'lf‘ Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

OTMB‘-IBHHb\B KOMMNOHEHTE! MCNONE3YIOTCA 3TUM NOKNICYeHUEM
Bl Kaspersky Anti-Vius NDIS 6 Fiter -

gﬂnanwpuﬁmmﬁ nareTos QoS
gCnyxﬁa L0CTYNa K ainam v npuHTEpam ceTel Micre—,
-2 [lpoToKen VHTepHeTs Bepci & (TCP/|PyE)

- IS MpoTokon WHTepHeta sepoim 4 (TCP/IPv4) .
~i llpaiisep B/B TONONOra KaHANbHOM O YPOBHA | 4
i OTBeTMK 0BHADYXEHMA TONONOMM KaHaNEHOr D YPoE =

m

[ER] i | [
)
Onucanne

Mpotoxon TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTel, 06ECNEYNBEIOILNA CEASE MEXY PASTIMYHBIMIA
B3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTcsi OKHO, B KOTOPOM oOToOpaxaeTca MHGOpMaumMss O HaCcTporkax CeTeBOro
noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero
MK:
1. NMNonyuutb IP-apgpec aBToMatnyecku: |IP-agpec HasHavaeTca aBTomaTndeckm DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aans

onpefeneHns napameTpos JIoKarnbHON ceTn nepenaute K nyHkTy 5.1.1 aaHHoro PykosoacTea.
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Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) @lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneayrowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE [ ————

Puc. 5.6
2. Ucnonb3oBaTtb cneayowmn IP-agpec: IP-agpec 3agaetca nonb3oBaTtenem BpPy4YHYHO
(Puc. 5.7):

Ceoiictsa: Mpotokon Uiteprera sepeun 4 (TCP/IPv4) @u

Obume

MapameTpel IP MOryT HASHEYATHCR BETOMATHHECKM, ECIW CETE
NOAASPHUBSET 3TY BOSMOXHOCTE. B NPOTUEHOM Cy4ae NapaMeTpel
IP MOXKHO MOAYHMTE ¥ CETEEOM0 aAMAHWCTPATOPA,

() Mony4nTe IP-aApec a5TOMATHHECM

(@ Wcnonb3osaTh cnenyiowwii IP-anpec:

IP-agpec: 192 .168. 1 .
Macka noaceTu: 255 . 255 . 255 .

OCHOBHO WAK3: 192 .168. 1 .

MonyuuTe aapec DNS-cepsepa aETOMaTMHETKH

@ WononbsosaTte cneaytowme agpeca DNS-cepsepos:

MpeanouTaemenli DNS-cepeep: _192 L1880 1 .

AnsTepHaTHEHEIN DNS-cepeep:

[CINonTeepaUTL NapaMeTps! Npu BbXonE

Puc. 5.7
3anuwunTte, Nbo 3anomHMTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble napamMeTpbl KOMMNbKOTEpa, TO nMocrne HaCTPOVIKI/I KamMepbl 6y,u,eT
HEBO3MOXHO BEPHYTb MX B NepBoOHa4aribHOE COCTOAHUE OJ1d BOCCTAHOBIIEHUA NOLOKIMKOYEHUA K nokanbHon

cetn n/mnu cetn IHTepHerT.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



5.1.1. OnpepeneHue napameTpoB ceTu Npu AMHamu4yeckom IP-agpece

NMPUMEYAHMUE!

I'nasa 5. Hacmpotixa npoo0Ho20 coedunenus

[aHHbIN NYHKT PyKOBO,EI,CTBa npeaHasHa4deH Ana onpenerneHna napameTpoB nokanbHON ceTun npu

HasHauyeHun IP-agpeca Bawewmy MK aBTomatnuecku (DHCP-cepepom).

D,J'IFI onpegeneHna TeKywnx HacCTpoeK KOMMbTepa B nokanbHom I'IpOBO,EI,HOIZ ceTtun

HaxwvuTe lMyck — MaHenb ynpaeneHus (Puc. 5.8).

B OTKpbIBLLEMCA OMarioroBOM OKHe Bbl6epI/ITe NYHKT [npOCMOTp COCTOAHUA CeTU "

@. Internet Explorer
Qo

rx:- Microsoft Office Bxcel 2007

ﬂ BnokroT

DVR Server
BRSController
BEWARD IP Visor
BEWARD Player

E, Caybel
Chy#6bl KOMNOHEHTOR

»  Bcenporpamme

[ Haiimu npozpamss u gatize

Puc. 5.8

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

HacTpoiika napameTpos KOMNbioTepa

% Cwcrema v BesonacHocTs

. MpoBepKa COCTORHMA KoMNLHITEPE

ApXHENPOBAHNE JAHHBIX KOMMBIOTEDA
Mowck u ncnpasnexne npoBaem

e. ||-|SUCMDTFI COCTOAHNA CETH W 33434 I
=1y

Beifop napamerpos gomaluneid rpynne u obuyero
ACCTYNa K AaHHBIM

, ] O6opyaosaHKe 1 3BYK
= MpocveTp yorpoictes n npuHTEpoE
' JloBaenenwe ycrpoictea

Mporpammel

¥aanenwe nporpammel

8,
-
&

@

Puc. 5.9

BEWARD

JlowyrenTel

Myzbika

Wrpei

Komnerotep

Manens ynpasnenna
Ycrpoiictea n nprHTepe!
Mporpammel N0 yMOA4aHIID
Cnpaexa 1 nojgepxKa

3asepiueHne paboTel

N

Mouck & n
Mpocmotp:  Kateropus ™

YueTHble 3anMcK Noab30BaTenend u

CeMERH...
@,ﬂ,oﬁasnar«ma W YABNEHWE YHETHBIX 33NHCER
nenbiceatencii

'S' YCTaHOEKA POAMTENLCKOTO KOHTPONA ANA BCEX
nonb3oEaTenei

QOdopmneHne 1 NepcoHanmsaLmna
Mzmerenmne Teme

1zmerHermne dona paboyers cTona
HacTpoiika paspeluenma skpana

Yacol, Asblk [PETWMOH

CMena packnagk KnasuaTypel WM ApyTi
cnocobos EBOga

zmerenrwe aseika wHTepdeiica

CI'\ELLMBJ"IIJHI:\E BO3MOXHOCTH
Pexomengyembie Windows napamerpel
OnTUMKUSaUNA NSDBPEXEHNS HE IKpaHE

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



I'nasa 5. Hacmpotixa npoo0Ho20 coedunenus

B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoaknovyeHne no nokanbHon cetu] (Puc.

5.10).

Manens ynpaenexns -
ACMALLHAA CTPaHMLA

Wzmerenne napameTpos
anantepa

WSMEHUTE AONOAHUTENBHBIE
napaMeTpel oBLerc AocTyna

Cra, Talcke
Bpanamaysp Windows
[Jomalinas rpynna

Ceoiictea obozpesaTenn

[poCcMOTP OCHOBHLIX CBEEHWIA O CETU M HACTPOVKA NOAKAKYEHWA

E&l MpocroTp noanoi KapTel
]

EEWARD

o

Heckoneko ceteit

@

WrTeprer

(3ToT KoMNbrOTER)

MpocMmoTp aKTMEHBIX CETER

MoakntoueHne win oTEOYEHHE

Cetn 4
OBuwecTBeHHaRA CETh

Twn gocryna: VlHTEpHeT

MoaknioueHna: @ Moakntouerne no
NOKanbHOR CET

Mzmenenne ceTeBbX NapameTpoE

L

e

&

HacTpoiika HOBOMO NOAKNMMEHUA WK CETH

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHOTD, MOAEMHOro, npamaro uan YPN-nogenoyenns
WA e HACTpoliKa MapLUpyTUSaTopa AW TOUKK A0CTyNa.

MoAKNHYUTECA K CETH

HOAKJ'IKIHEHME WAKN NOSTOPHOE NOAKMHIYEHWE K GECﬂpOBOﬂ.HDMy, NpoBE0AHOMY, MOJAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntodedie K VPN,

Buibop AomaluHei rpynnel v napameTpos ebLere qoctyna
Joctyn k daiinam u NpuHTEPaM, pacnonoKeHHBIM H3 APYMUX CETEBbIX KOMMBHOTEPAX, WK

W3IMEHEHNE NapameTpos ofllero gocTyna.

¥eTpanenue nenonagok

JuarHocTuka U MCnpaeneHne ceTeseix Npob. WK nony cBegeHMiA 06 nCnpasneHum,

Puc. 5.10
NMPUMEYAHMUE!
Mpy HaNMuUUM HECKOMbKMX CeTEBbIX MOAKMIOYEHWN BbibepuTe TO, K KOTOPOMY MMaHMPYeTCsa MOAKMIOYNTD
IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kHOMKy [CBeaeHwus] (Puc. 5.11).

]

@ CoctoaHue - NogrnodeHWe No ACKaNEHOW CeTh

Ofuwme

MogknodeHue

IPv4-TI0AKNIOYEHHE: VHTEpHET

IPvE-NOOKMOHEHNE: Bes nocTyna Kk MHTepHeTy
CocToAHWE cpeabl: MoaknoHeHo
04:47:33

100.0 MéwuT fc

AnuTensHoCTE:
CKOpOCTb:

AKTWBHOCTB

1
OTnpasneHo —— %! ——  [puHATO

E=4

79 188 140 I 805 508 770

[ |@Cﬁoﬁcrﬁa ] [@mwnnouwrh] [ AuarHocTuka ]

Puc. 5.11
B okHe «CBepfeHusi 0 ceTeBOM MOOKIOHMEHUN» npeacTaBneHa cnefyowas nHgopmaumns

(Puc. 5.12):

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



B@\,UARD Inasa 5. Hacmpotika nposooHno2o coedunenus

CBeAeHMA O CETEEOM MOAKMOHEHNM u1
[ononHUTENbHbIE CEENEHWA O CETH:
CeolicTe0 3HaueHue
OnpegeneHHei ana no...
Ormcanwe Realtek PCle GBE Family Controller
PUIMISCKUA aapec 14-DA-ES-D1-84-20
DHCP skniouet Oa I
Appec |Pvd 192.168.1.120
Macxa noace [Pvé 255.255.255.0
Aperpa nonyyera 6 qespana 2015r. 8:58:33
ApeHpa wcTekaeT 10 pespana 2015 . 8:58:32
LWntos no ymonvanwo IP... 152.168.1.254
DHCP-cepeep IPvd 152.168.1.254
DMS-cepeep [Pvd 152.168.1.254
WINS-cepsep IPv4 192.168.1.157
Cryxfa NetBIOS uepes... Oa
NokaneHei IPv-anpec... fed0:487d:5df%:7cbd:adle®12
Wntes no ymonyanme |P...
DMS-cepeep IPvE

Puc. 5.12

Ecnn B atom okHe Bbl yBugenu ctpokn — «DHCP BknwoyeH - fa», «Agpec IPv4 -
XXX XXX XXX XXX» (FOE «XXX.XXX.XXX.XXX» — 3Ha4yeHune |P-agpeca),— 3HauuT IP-agpec Bawemy MK
HasHayeH aBTomaTuyeckn. Macka nogcetu ykasaHa B cTpoke [Macka noacetu IPv4], agpec
ceteBoro wno3sa — B ctpoke [WLUnto3 no ymonyaHuwo IPv4], agpec DNS-cepBepa — B CTpoke
[DNS-cepBep IPv4]. 3anuwute, nnbo 3anomHuTe p[faHHble napameTpbl (IP-agpec, Macka
nogcetn, Ceteson wnto3, DNS-cepsep).

BHUMAHUE!
Ecnv Bbl He 3anucanu ceTeBble MapaMeTpbl KOMMbKOTEpa, TO MOCMe HacTpovku kamepbl OypeT

HEBO3MOXHO BEPHYTb X B NepBoOHavaribHOe COCTOAHUE ON1d BOCCTAHOBIIEHUA NOOKMKYEHUA K JIoKanbHON

cetn n/wnu cetn VIHTepHeT.

BHUMAHUE!

Ecnu B okHe «CBefeHUA 0 ceTeBOM NOAKMOYeHUN» Bbl yBUaenu CTpoku:

«DHCP BknrouyeH - [ar»; «Agpec IPv4 aBTOHaCTPOMKM - XXX.XXX.XXX.XXX», (FA€ XXX.XXX.XXX.XXX —
3HaveHuve |IP-agpeca),— 3HaunT Bam He yganock nogknioumTtbes K npoogHon cetn (DHCP-cepsep He
npuceoun IP-agpec Bawemy [l1K). NpoBepbTe NpaBuibHOCTb NOAKMIOYEHUSA K MPOBOAHOM ceTu. B cnyvae

HeobxoamMmMocTn obpaTuTech K BawwemMy cucteMHomMy agMUHUCTPaTopy.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



BC\VARD Inasa 5. Hacmpoiixa nposoonoeo coeduneHust

5.2. U3ameHeHue napameTpoOB NOKanbHOW ceTu Ans noakntoyeHus K IP-kamepe

Mo ymonuanuto IP-kamepa B12CRW umeeT IP-agpec 192.168.0.99. YUToObI nogkniounTbes
K Kamepe Ons nepBoOHaYarbHOM HacTpPoWku Heobxoammo, 4YToObl Baw komMnbloTEp Haxoawncst B
TOW ke nogcetu, 4to n kamepa. lNpn atom IP-agpeca kamep, KOMMbIOTEPOB U NIOOLIX APYrnX

YCTPOWCTB B CETM HE AOMMKHbI COBNagaTb Mexay cobon.

BHUMAHMUE!

Ecnn Bbl nnaHvpyeTe noakniounTb Heckomnbko |P-kamep, TO Onsi uckn4veHus KoHdnukta IP-agpecos

noaknoyanTe kamepbl Mo OOHOM U n3MmeHsTe ux IP-agpeca Ha nobble cBoOOAHLIE B Ballern nokanbHom
ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, yTo Baw T[IK, nogkmtwoveHHbIM K npoBogHow cetu, U IP-kamepa, dusnyecku

MOAKIIOYEHHas K TOM xe ceTu, Nnbo Hanpsamyto k Bawemy MK, HaxogsTca B ogHon nogcetu, Bol moxeTe

cpasy nepeunTu K nyHkTy 5.3 gaHHoro PykoBoacTBa.

[ns n3mMeHeHus TeKyLUMX HaCTPOEK KOMMbIOTEpa B NIOKanbHOW MPOBOAHOW CETU HaXMUTe
IMyck — MaHenb ynpaeneHus (Puc. 5.13).

L’e Internet Explorer

@ Skype BEWARD

| X5 Microsoft Office Excel 2007 L2 S

Vsobpaenna

...." BnokHoT
Myzeika
@ DVR Server
Wrpel
Q ERSController

Komnerotep
@ BEWARD IP Visor

Manens ynpaenexna
@ BEWARD Player

YerpoiicTea n npuHTEpSI

)
R CnysBil
MNporpammel no ymonuasno

2
ﬁo Cny#Bbl KOMNOHEHTOR
Cnpaska n nogaep>xka

»  Bcenporpammel

i - - T ——— —
| Hatimu npozpamms u ghaiinei | 3asepiuenne paboter || |
g ikt

Puc. 5.13
B oTkpbiBlEMCA OManoroBOM OkKHe BbibepuTe nyHKT [[IPOCMOTP COCTOAHMA ceTU M
3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.14).
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I'nasa 5. Hacmpotixa nposooHoeo coedunenus

HacTpoiika napameTpos KoMneoTepa

Cuctema v He30NACHOCTL
MpoBepka coCToAHMA KOMNEHOTEPE
ApxMBMPOBAHNE JaHHBIX KOMMBIOTERE
Mownck 1 ncnpasnedne npobnem

Ceth i MHTepHeT

e

- || TMouck & naHenu ynpasneHus

Mpocmotp:  Kareropua >

YueTHble 3anucK Nonb3oBaTeneid u

CEMEWH...
'@' JloBaBneHne n yaneHNE YUETHBEX 33MUCER
nob30BaTENEl

'@' YcTaHoBKa POAMTENECKOTD KOHTPONA ANA BCEX
noL30BaTENEl

[NpocroTp COCTORAHNA CETH 1 33434 I

Buifop napameTpos ACMaLLHER rpynnel n oBLero
ACCTYNa K A3HHbBIM

ObopyaosaHue 1 38yK

OgopmaeHne W NepcoHannsaLma
Mzmererme Teme

W3smernenne dona paboyero crona
HacTpoiika paspeluenna sxpana

MpocroTp ycTpofcTe  NpUHTERCE

JoBasneHue ycTpoicTea

lNporpammel

¥AaneHue nporpammel

Yachl, A3bIK U pervoH

CMEH2 packnaskv KNasnaTypsl WK Apyrix
cnocoBos BE0da

Mzmenenne aspika nHTepdeica

CI'IELLI‘IaIIthIE.‘ BO3MOXHOCTH
Pexomengyenbie Windows napamerper
ONTMMU3ALNA M30BPEKEHNA HA 3KpaHE

Puc. 5.14

B oTkpbiBLUIEMCA OKHE HaxmuTe «lMoaknoveHue no nokanbHon cetn» (Puc. 5.15).

HTEpHET b LLeHTp ynpasnequa ceTami n oBum goctynom - || [Mouck & nareau ynpasnerua 2

Manens ynpaeneqma -
AOMALLIHAA CTPaHMLA

W3meHeHnE NapameTpos

apsnTepa

WMzmennts ACNONHUTENEHEIE
napameTpel obLLEre AocTyna

Cr. TakoKe
Bpanamay3p Windows
Jomawnans rpynna

CeoiicTea oBospesatenn

NMPUMEYAHMUE!

MpocMOoTp OCHOBHLIX CBEAEHWIA O CETU M HACTPOMKa NOAKNIOUYEHUA

- 0 MpocroTp nonHoil kapTel
mr& -,

BEWARD WuTepHeT
(3ToT KoMnsoTER)

Heckoneko ceteit

MpocMoTp akTneHER: ceTei MogknioueHe WNKM OTKIIOUEHKHE

Cems 4 Tun goctyna: WnTtepHer

OBLecTEeHHaA CETE Mogkntouerna:

M3meHEHNE CeTeBbIX Na PaMeTpoB

?l Hacrpoiika HOBOrO NOKAFOHEHNA MW CETK

HacTpofika BecnpoBciHoro, WWMPOKONoADCHOrD, MOdemMHere, npaMore wan YPN-noaknrovedna
WK KE HACTPOMHKE MapLUPYTU3aTopa MK TONKN A0CTyna,

'5. MogrntoumnTeca K cetn

MogKNHOYEHWE NN NOBTOPHOE NOAKAHHEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY COEQMHEHMIC WK nogntouerne k VPN,

ﬂ Brifiop gomMaluneii rpynnel v napamerpos obLero goctyna
Joctyn K daiinam n NpUHTEPaM, PACNONCKEHHEIM HE APYTHX CETEBBIX KOMMNEBHTEDAX, WK

W3MEHEHWE NAPAMETPOE OﬁLLI,EI'O AocTyna.

YCI'pEHEHME HENON3Z0K
JnarHocTika n WCNPaBnNeHNE CETEBLIX I'IpOﬁJ'IEM HAK NONYYEHNE CEELEHWI 0f WCNPaBneHn.

Puc. 5.15

MpV HanmUuYUM HECKOMbKMX CETEBbIX MOAKMOYEHWI BbiGepuTe TO, K KOTOPOMY MilaHUPYeTCs MOAKIOYUTD

IP-kamepy.
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BC\VARD Inasa 5. Hacmpoiixa nposoonoeo coeduneHust

B oTkpbiBLIEMCA OKHE HaxmMuTe kHonKy [CBomncTBa] (Puc. 5.16).

E] CocroaHue - Mogk r;nr‘ ¥ cemn u
Ofiwme

MoaknodeHie
IPv4-noakmoYeHre: WHTepHeT

IPvE-NoaKNOYEHHE: bes gocTyna K MHTEpHETY
CoCTosHWE Cpedbl: MoaknoYeHo

AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MawmTfc

AKTWBHOCTE

OTnpaeneHo — k! ——  [MpuHaATo

~

79 188 140 805 509 770

[ |@J(:Bcﬁcrﬁa ][@OTmmanb] [ﬂMaI’HOCI'MKB ]

Puc. 5.16
B oOTKpblBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMYEHNss HeobXxoaMmo BbiGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).

U Mogkniosenme no noKansHoM CETH - CEOCTBA u

Cemw | Ooctyn

MoaknioyeHue yepes:

l.-"‘ Realtele RTL8139/810x Familty Fast Ethemet cetesoi ag:

CmveyeHHEIE KOMMOHEHTE! HCNONb3YIOTCA 3TMM NOAKNIDYEHWEM

3B Kaspersky Anti-Virus NDIS 6 Filter .
Q Mnanuposwmk naketos QoS

vl QCnyxﬁa OOCTYNE K daidnam n I'IDHHTEDEM ceTei Micr—,
-2 [TpoToKo] STEE P/IP
-. B MpoTtokon HHTepHem BEPCHN 4{TCF‘ 'IF‘v-iI .
v o]0 anﬁep B/B TONONOra KaHaneHoro YpoBHA | &
- OTBeTUMK oﬁHapyxEHMﬂ TOMONOrAW KaHansHoro ypog =

m

i | [
] )
Onucanme

MpoTokon TCP/IP - cTaHaapTHEIR NpoTokon rnofansHsms
ceTeil, 00ECTIeYMBEIOILNIA CEASE MEX LY PASNUHHBIMK
B3aMMOLSACTEYIOLLMMKM CETAMM.

oK ] [ Ommena

Puc. 5.17
B nosiBuBLIEMCA OKHE HeobXOoOMMO yCTaHOBWUTL 3HauveHust |IP-agpeca u mackvu nogceTw.
Buibepute nyHkT [Ucnonb3oBatb cneayrwmn IP-agpec] n sBeegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3HayeHus BBOAUTb HeT HeobxogumocTu (Puc. 5.18).

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



BC\VARD Inasa 5. Hacmpoiixa nposoonoeo coeduneHust

Ceoiictea: [Npotokon WktepHeta sepann 4 (TCP/TPvd) @g

Ofiwme

MapameTpel IP MOMYT HA3HEHATECA AETOMATUHECKM, ECIN CETh
NOAASPHUBEET STY BOSMOMHOCTE. B NPOTMBHOM Clydae napaMeTpel
IP MOXKHO NONYHKMTE ¥ CETEBOrD AMMHNCTPATOPE,

() NonyauTe IP-aapec SETOMATUYECKI

(@ Wmonb3o6aTh cneayowmi IP-anpec:

IP-appec: 192 .168. 0 . 20

Macxka noaceti: 255.255.235. 0

OcHOBHOIA WKo3:

MonyunTe aapec DNS-cepeepa aBTOMaTUYECKM
@) Wnonb3oBaTe CRenyowmMe aapeca DNS-cepeepos:
MNpeano4nTaensli DNS-cepsep:

AnbTepHaTHEHbIR DNS-cepeen:

|| NoaTeepanTs napameTps! MpH sbixoae [onorHTENbHD

Puc. 5.18

[na npyuMeHeHnsa n3ameHeHun HacTpoek Haxkmmute KHomnky [OK] Bo BCex OTKPbITbIX OKHaX.

5.3. NMonyyeHune goctyna K IP-kamepe ¢ nomouwbro 6pay3sepa Internet Explorer
Ona poctyna k kamepe ¢ nomowbio Opaysepa Internet Explorer 3anyctute ero n B
agpecHon ctpoke Beeaute 3anpoc: http://<IP>:<port>/,— rge <IP> — IP-agpec kamepsl, a <port> —

3HayeHvne HTTP-nopTa. Mocne atoro HaxmuTe [MepenTtn], nuéo [Beoa] (Puc. 5.19).

BHUMAHMUE!
IP-kamepa BEWARD B12CW no ymonyaHuio nmeet IP-agpec 192.168.0.99.

NMPUMEYAHMUE!

Ecnn gns HTTP-nopTa ncnonb3yetcs 3HaveHue no ymonyaHuio — 80, Toraa Ang AoCTyna K Kamepe B

agpecHom cTpoke 6paysepa goctatouHo BeecTu «http://<IP>/», roe <IP> — IP-agpec kamepebl.

-:-Ehg‘
e@ @ http://192.168.0.99/ D~a3X @ Mycran crpanmua x G} * {:‘.;r}

-

Puc. 5.19

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



Be\«vARD Inasa 5. Hacmpoiika npooono2o coeduHenus

5.4. NMonyyeHne goctyna Kk Be6-nHTepdency IP-kamepbl

NMPUMEYAHMUE!
[ns koppekTHoi pa6oTkl BEO-nHTepdeiica IP-kamepbl Heobxoauma Bepcust Gpaysepa Internet Explorer

He Huxke 9.0.

Ona npocmoTpa wu3obpaxeHna c |IP-kamepbl u4epe3 ©Opaysep Internet Explorer
ucnonbe3yTca KomnoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
cocTaBe M 3arpyxaeT Ux HenocpeacTBeHHO C Kamepbl. ECnn KOMNOHEHTbI He yCTaHOBIMEHbI, Bbl

yBUOUTE crnepgyollee coobLieHne:

i~ Y
CooBueHue ¢ seb-cTpaHnLBl ﬂ

- "-.I CHCTEMA ONPELENNNA, 4TO ¥ Bac HE ycTanosnen OCX, ycTaHoBuTe

¥ cefivac?

[ ok || Owena

\ ——

Puc. 5.20

Haxmute [OK]. B HuxHen 4actn okHa Bpaysepa NOsSIBUTCS BCMMblBaloLLlee OnoBeLleHne

cuctembl 6e3onacHocTn (Puc. 5.21).

i - - Sl
e@ @ hitp://192.168.0.99/Iogin.asp p-c ” & WEB SERVICE ‘ | #H X

A ucnoneaosanuA Firefox, Google Chrome IE Tab noxanyiicta oaHakomTech ¢

3TOT BEB-CANAT NbITAETCA YCTAHOBMTE HaacTpoiky ActiveX Control (2013.11.04) wsgatens BEWARD Co., Ltd.

B wem zakntoyaerca puck? YeTaHoenTe

Puc. 5.21
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HaxmuTe Ha KHonky [YcTaHOBUTBL] AN yCTaHOBKN KOMNOHEHTOB ActiveX.

I'nasa 5. Hacmpotixa npoo0Ho20 coedunenus

BHUMAHUE!

YcTaHoBka KoMNoHeHTOB ActiveX BO3MOXHa TonbKo Ha 32-6uTHyto Bepcuto Bpaysepa Internet Explorer.

Cuctema 6e3onacHoctn Gpaysepa Internet Explorer 6ynet aBTomatudeckm GrokumpoBaTb

yctaHoBky ActiveX. [Ons npoOormKeHWss YCTaHOBKW HaXMuTe KHONKy [YcTaHOBWUTb] B OkHe
NoATBePXAeHWs ycTaHoBku (Puc. 5.22).

-

Internet Explorer - MNMpeaynpexaerme cucTemel BE3ONACHOCTH ‘ u

YCTaHOBATL 3TO NporpaMMuoe obecneuenne?

@ Mma: ActiveX Control (2013.11.04)
Wsaatens: BEWARD Co., Lid

E] [ononHUTENBHO

YCTAHOBWTE ] [He ycraHaa.nusaTb]

l--"“- DalAnk U3 MHTEpHETa MOrYT BeITe NONE3HEl, HO 3TOT TN haina MOKEeT
\-gj NoBPEAMTE KOMNBISTER, CNegyeT YCTaHABNMBATE NPOrpaMMel, NonyYeHHsEIe
= TOMBKO OT AOBEPEHHOMO M3AETENA. DaKTopbl PUCKE

Puc. 5.22
[anee, ons KoOppekTHOM ycTaHOBKM koMnoHeHToB ActiveX 3akpounTe Internet Explorer n
Haxxmute [OK] B okHe, NpeacTaBneHHOM Ha PucyHke 5.23, ecnun TakoBoe NosiBUTCS.

-

Warning ﬁ1

IE windows must be close before install ocx, OK?

oK I Ormena

——— et

Puc. 5.23
B okHe, NnpegcrtaBneHHOM Ha PucyHke 5.24, HaxmuTe KHonky [Install].

-
& Install OCX ‘ =
@’ ‘ Install ‘ ‘ Uninstall ‘ Clase

Puc. 5.24

Mocne ycnewHon yctaHoBkn Bbl yBuamTte coobuieHne «Register OCX success(C:\)» B

HWKHEN YacTu OaHHoro okHa. Haxmute kHonky [Close] ons Bbixoga u3 okHa yctaHoBku (Puc.
5.25).
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i R’
# Install OCX A =5
@ Install ‘ Uninstall ‘ I

| Register OCX success(CNetVideoX)

Puc. 5.25
NMPUMEYAHME!
B onepaunoHHoi cucteme Windows 7 n B Opaysepe Internet Explorer 9.0 HasBaHusi MEH Wnn
CUCTEMHbIE COOOLLEHNS MOrYT OTNMYaTbCHA OT Ha3BaHWN MEHIO M CUCTEMHbIX coobleHun B apyrux OC

cemenctea Windows vnu B gpyrmux 6paysepax.

NMPUMEYAHMUE!

Mpu yctaHoBke ActiveX B OC Windows 7/8/8.1 npu BKMOYEHHOM KOHTpONie Yy4YeTHbIX 3anucen byget
OOMONHUTENbHO MNPOM3BOAMTBECS ONOKMpPOBKa YCTAHOBKM, O 4YeMm nomnb3oBatentio 6OyaeTr BbliAaHO
AononHuTenbHoe onoselleHne. [nsd paspelleHus YyCTaHOBKM HeobXoaMMO yTBEpAMTENbHO OTBETUTb B

noABuBLLEMCA OKHE.

Otkponte Internet Explorer. B agpecHon ctpoke Gpaysepa BeBeguTe IP-agpec kamepbl u
HaxxmuTe [Enter]. OTkpoeTcsa okHO aBTopu3auun. Beegute mumsi nonb3oBatens u naponb. o
YMO4YaHMIO UCMonb3yeTca MMA nonb3oBatensd — admin, naponb no ymonyaHuio — admin (Puc.
5.26).

BHUMAHUE!

Mocne aBTopusaumn Bbl MoxeTe M3MeHUTb UMS Monb3oBaTenss U naponb B MeHo Hacmpoliku —
CucmemHbie — lMonb3oeamenu. B cniyyae yTepu napons unu nMeHu nonb3osatens, |IP-kamepy MOXHO
BEPHYTb K 3aBOACKMM ycTaHoBKaM. [11si copoca HacTpoek HEoBXOAUMO B TeYeHUe AECATU CeKyH HaxaTb

KHOMKy cbpoca Tpu pa3a ¢ npoMexyTkamu 6ornee 1 cekyHAbl Mexay HaxaTusMmu.
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[nA KoppekTHoro

[nA wcnonbzoeanuA Firefox, Google Chrome IE Tab naxanyiicTa o3HakoMTecs ©

[ ‘ =
e@Lg hitp://192.168.0.99/login.asp p-c ” 2 WEB SERVICE | | s

Puc. 5.26

Mocne ycnewHon aBTopu3aumu Bbl nonyunte goctyn k Beb-uHTepdency kamepbl (Puc.

5.27).

:

r—— (O owex By 30w o) oo et

Puc. 5.27
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Ecnn no kakmm-t1o npuyMHam yctaHoBka ActiveX npowna HekoppekTHo, Bbl MoxeTte

YyCTaHOBUTb HeO6XODMMbIe KOMMNOHEHTbI BPY4HYIO. D,J'Iﬂ 9TOro, Ha CTpaHuue aBTopmn3aunm HaXxKMnuTe

CCbINKy, Kak nokasaHo Ha PucyHke 5.28:

[ . ol ]
en@kg\ http:'i!l;;&&gg_lcgm.a:p p-c H & WEB SERVICE ‘ ‘ ok 1E

Jina ucnonsaoeauua Firefox, Google Chrome IE Tab noxanyiicta ozHakomTecs ¢

- — —
Puc. 5.28
[na Hadyana npouecca yCTaHOBKN HaXXMUTE KHOMKY [BbinonHute] (Puc. 5.29).
( L. N - [E=E)
e@ @ hitp://192.168.0.99/login.asp n~-c H & WEB SERVICE | ‘ N A

[N KoppexTHoro 3arpysuTe M

[nA ucnonszoeanuA Firefox, Google Chrome IE Tab noxanyiicta ozHakomTecs ©

Bei xoTuTe BENOARMTE an coxparinte NetVideoX.exe (850 KEB) c 192.168.0.997 Brinoarus Coxpannte | ¥ Qrmena J

Puc. 5.29

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



BG\,UARD Inasa 5. Hacmpoiika npooono2o coeduHenus

Hanee, cnegynte npuBeAeHHON Bbilwe MHCTPYKUMK (CM. Puc. 5.22-5.26).

5.5. UameHeHMe HacTpoek noaknto4veHus IP-kamepbl yepe3 Be6-uMHTepcenc
Mocne nogknioveHust K IP-kamepe HEOBXOOUMO N3MEHUTb €e HACTPOWKM Takum obpasom,

YTOObI OHa Haxoaunacb B OAHOW NOACETU C ocTanbHbIM 060pyAOBaHUEM.

BHUMAHUE!

[na coBMecTHON paboTbl HECKOMBbKUX YCTPONCTB B OAHOW NoAceTn HeobxoamMmo, YTobbl y HUX coBnaganm
nepBble TpU YacTu (okTeTa) IP-agpeca, 1 NONHOCTLIO COBNagana macka noaceTu.

Hanpumep, IP-agpec Bawero MK — 192.168.1.120. IP-agpec pa3geneH Touykamu Ha yeTbipe okTeTa. B
haHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okteT — 1, 4 okTeT — 120. Bam He06X0AMMO U3MEHUTL
IP-agpec kamepbl Tak, YTobbl MX NepBble TPM OKTeTa coBnaganu, To ectb |IP-agpec kamepbl OOMXKeH
nmeTb BnA: 192.168.1.xxx. YeTBepTbii okTeT IP-agpeca kaxaoro ycTponctea 06a3aTensHO AOMKEH ObiTh

nHansngyanbHbIM.

[nsi n3meHeHns ceTeBLIX HACTPOEK KaMepbl B IMTABHOM MEHI BeOG-nHTepderica HaxmuTe

kHonky [HacTpownku] n nepengnte B meHio Cemb — LAN (Puc. 5.30).

BE\VARD

TNokankHele HacTpoiika LAN

Aynmo
Wecnonszceats IPvE [ ]

DHCP [
Bepcua IP  IPV4 ~

Bugeo

CeTk

> OcHoBHBIE

| e [ 107 18, 0 210

> WiFi Macka noace™ | 5ss5. pss. 255

> PPPOE OCHOBHON WNI0Z | 197 . 168. 0 . 254

% B MpegnouuTaeme DNS | 192 158. 0 . 254

AnbTepHaTUBHEI DNS
> Bonjour = 202.106. 0 . 20
il MAC-agpec [ 00-5A-21-33-01-8C
> E-mail
> e

> DDNS

> PPTP

> RTSP

> HTTPS

> CamDrive

> Yeepomnexue
Banuck
Tpesora

CucTeMHEle

Puc. 5.30
B nonsx [IP-agpec], [Macka noacetu], [OcHoBHOM wnto3], [Mpeanountaembin DNS],
[AnbTepHaTBHBLIN DNS] Hy>XHO BBECTU Takmne 3HayeHusi, 4Tobbl kamepa nonana B O4Hy noaceTb
C ocTanbHbiM ob6opygoBaHveM. [na 3Toro obpaTutecb K paHee 3anucaHHbIM, TeKyLiMM
HaCTpovikaM NPOBOAHOM NoKanbHOM ceTu (CM. NyHKTbl 5.1 nnn 5.1.1) n, B COOTBETCTBMU C HUMW,

yCTaHOBUWTE BbilLieyKa3aHHble napamMeTpbl.
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NMPUMEYAHUE!

B cnyyae HeobxoomMmocTu Ansi HACTPOWKM CeTeBbiX NapameTpoB YCTPOMCTB obpaTutecb Kk Bawemy

ceTeBoMy aaMUHUCTPaTOpPY.

[na npMMeHeHNss N3MEHEHUIN CETEBbLIX HACTPOEK KaMepbl HaXMUTE KHOMKy [CoxpaHuTb],
nocre 4yero NOABUTCA yBeJOMIEHNE O Nepe3arpyske yCTponCTBa.
Mocne nepesarpyskn IP-kamepa 6yaet goctynHa no 3agaHHoMmy Bamu IP-agpecy. Ha atom

HaCTp0I7IKa npoBOAHOIo NOAKNMK4YeHNA |P-KaMepr 3aBepLlieHa.
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5.6. Bo3BpaTt HacTpoek nogkntoyeHus MK kK nepBoHavyanbHbIM 3Ha4YEHUAM

I'nasa 5. Hacmpotixa npoo0Ho20 coedunenus

YT06bl BEPHYTb 3HAYEHMSI MPOBOAHOINO CETEBOro MOAKIOMEHUSI K YCTaHOBIEHHLIM paHee

3Ha4YeHusM, BbINOMHUTE creayoLne 4encTBus.

Haxwmute lMyck — lNManenb ynpaeneHus (Puc. 5.31).

9‘ Internet Explorer

@ Skype

|5 Microsoft Office Excel 2007
-ﬂ BroxHoT

@ DVR Server

m BRSCentroller

w BEWARD IP Visor

w BEWARD Player

0

Tagn, Crybel

)

&, Cnyxbel komnonenTos

> Beenporpaue

‘ Hadmu npozparmsi u alisei

T 80 @ °

Puc. 5.31

BEWARD
DNoxymeror
Wsobpaxenna

Mysbica

Wrpsi

Komnbiarep
Makens ynpasnerns
YcTpoiicTea 1 NpUHTEpLI
TporpaMmei No yMon aH1io
Cnpaska W nogaepxka
f—“'z

3asepLuenne pabotsl

B OTKpbIBLLUEMCA OMarioroBOM OKHe Bbl6€pI/ITe NYHKT [npOCMOTp COCTOAHUA CeTu

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.32).

@ v [MaHenb ynpasneHna

HacTpoiika napamMeTpoe KOoMNbtoTepa

iy  Cwcrema n BesonacHocTs
" MNpoeepka CcoCTOAHMA KoMMbOTERE
APXMEMFIDEEHME,\’J,HHHI:IX KOMNOBHOTEDS

Mownck u nenpasnenne npobaem

) MuTepHeT
M [DOpoctorp cocrontua cetn m sa,a,a
-, BeiBop napameTpos AoMaLUHE rpynnbl W oBulero
A0CTYN3 K A3HHBIM

{ ObopyaosaHWe 1 3BYK
MpocmoTp yeTpoicTs U NpUHTEROE

[JloBasnenue ycrpoiicTea

L Mporpammel
h. ¥aaneHne nporpammbl

Puc. 5.32

Mouck & na

Mpocmorp:  Katercpua =

YUeTHble 3aMMcKU NoAs30BaTENER 1
CEMEH...

'@,ﬂ,oﬁaﬁnewe W YARNEHNE YHETHBIX 3aNKUCER
nons3oeaTened

'@' ¥CTaHoBKa POANTENECKOrO KOHTPOA 4NA BCEX
nonssceaTenei

OgopmMneHne N NepCoHanMsaLua
MamereHne Tembl

MzmeHenue drona pabouero cTona
Hacrpoiika paspelueHuna 3kpana

Yacel, A3bIK U PErMoH

CrmeHa packnagkn KNaenatypel Wan apyrix
cnocoboe BEOA
MzmeHenme asbika uHTepdeiica

CneunansHble BO3MOXKHOCTH
Pekomengyemeie Windows napametpel
OnTMKsaLNA M306PaKEHNA Ha IKpaHE

B oTkpbiBLUIEMCA OKHE HaxmuTe [MoakntoyeHune no nokanbHoun cetn] (Puc. 5.33).
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GU

Manens ynpaenexma -

T A MPOCMOTP OCHOBHbIX CEEAEHWA O CETW M HACTPOWKA NOAKNHUEHWUA

o N
Mzmenenne napameTpos &! -'&.;

a4anTepa BEWARD
(370T KoMnbrOTER)

MpocroTp nenHoi KapTo

Heckoneko cetei HHTepHeT
VISMEHUTE JONCAHNTENBHBIE
napamMeTpel ofLLErD 4oCTyna

MpocmoTtp akTuBHB ceTeil MogKnoYeEHNE MKW OTKMHOUEHKE

Cem 4 Tun gocTyna: WnTepHer

OBuwecTaeHHan ceT MogkntoueHna:

[3MEHEHWE CETEBBIX N apaMeTpoB

@i Hactpoiika HOBOrO NOAKNMOHEHNA MW CETH

HacTpoiika GecnpoBodHoro, WMPoKSNoADCHOrD, ModemHers, npamore wan VPN-nogenrodeHns
W KE HACTPOIKE MAPLUPYTUITOPa AW TOYKN JoCTyna,

-s. MoAKNHOYMTECA K CETH

rlO,D'KJ'IK)HEHME WNKU NOETOPHOE NOAKS K 6ECI",.;
CETEBOMY COEIMHEHWHD WNK Nogkntodedine k VPN,

BoiBop AomMaluHeR rpynnbl v napameTpos oblero aoctyna

Cra. TakoKe
Bpanamaysp Windows
JomaluHag rpynna

Ceoiictea obospesatens

OocTyn k aiinam U NpUHTERaM, PACNONOKEHHBIM Ha APYTUX CETEBBD KOMMEHOTERAX, WK
W3IMEHEHWE NapaMETpOE oBLLIErD AOCTyNa.

¥cTpaHeHne Henonagok

[AnarHocTika u NCNpasneHne ceTesbix NpoBRen WAN NoayHeHUe CBEAEHNA 06 ncnpasneHin,

Puc. 5.33

B oTkpbiBLIEMCS OKHE HaxmuTe kHonky [CBoncTBa] (Puc.5.34).

@ Cocroanue - Mogkamo4enne no NokaneHo#l cmlu
Ofiwne

MoakntYeEHe

IPv4-noAKMOYEHME: WHTEpHET
IPvG-NOAKNOHERME: Bes goctyna K MHTepHeTy
COCTOAHUE cpefbl: MopknoYeHo
AnMTensHOCTE: 0447:33

CKOPOCTL: 100.0 MBMT fc

AKTMBHOCTE

y
OTnpaeneHo — %1! ——  TlpuHsTO

BaiiT: 79 188 140 I 805 509 770

| [ @Caom'craa ][@D‘rmol-m‘ru] [,ﬂ,marnocrma ]

Puc. 5.34
B oOTKpblBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEHUS HeobXoaMmo BbiGpaTb MYyHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.35).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

W] .2 NpoTokon MHreoHeTs Be:

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA B
i OTBETUMK oﬁHapyxemn TOMONOrWKM KEHANEHOM0 YPoE ™

] | [

YCTaHOBMTS ... Yoanuts | Caoncma I

Onucanve

MpoTtokon TCP/IP - cTaHaap eI npoTokon rnofansHem
ceTed, 0GECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.35
OTKpoeTCs MeHI, B KOTOPOM HeOBGXOOUMO YCTAHOBWUTb 3HAYEHWUS HavarnbHbIX HACTPOEK,
3anuncaHHbIx BaMu paHee (cM. nyHKTbl 5.1, 5.1.1 aaHHoro PykoBoacTsa).
Ecnu mnsHavanbHo IP-agpec Bawemy MK HasHauyancs aBTomMaTu4yecku, Torga Bblbepute
nyHkTol [Monyuutb IP-agpec aBtomatuyecku] w [[onyuntb appec DNS-cepBepa

aBToMaTM4ecku], nocne yero Haxmute kHornky [OK] onsa Bcex oTkpbITbix OKOH (Puc. 5.36).

Ceoitcrsa: Mpotokon MuTepreta sepcun 4 (TCP/IPv4) lélg

Ofiwme ANbTEPHATMBHARA KOHQH YPaLMA ‘

MNapameTpel IP MOryT HasHEYATHCA SETOMATHHECKM, ECAM CETh
MOAAEPHUBSET STY BO3MOMHOCTL, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE ¥ CETEEOr0 AAMMHWCTPATOPA.

|a Monywits IP-aapec aBTOMATHYECKK I

{0) MNoNb30BaTE CREAYHOWMIA [P-aapec:

IP-aapec:
Macka noAreTH:

OCHOBHOA WK

| (@ Mony4nTb anpec DNS-CepEEpa SETOMETUHECKK I

(7) Mnons30BaTh CNEAYIOWAKE aapeca DNS-Cepsepos:

MpeanouMTaemsR DHS-cepeep:

ANLTEPHATHEHEIN DN3-CepEep:

MNonTEEpANTE NEPEMETPEI NPK BhIX0AE ——

Puc. 5.36
Ecnu nsHavanbHo |IP-agpec Bawewmy K 6bin 3agaH BpyuYHyto, Torda BblbepuTe MyHKT
[Mcnonb3oBaTtb cnepgyrowmn IP-agpec] n 3anonHute Heobxoaumble nons (CM. NyHKT 5.1

AaHHoro PykoBoacTtea), nocne yero Haxmute kHonky [OK] ans Bcex oTkpbITbiX OKOH (Puc. 5.37).
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Ceoitcrea: Mpotokon Wktephera eepcun 4 (TCP/IPvA) @Ig

Obwne

MapameTpel IP MOryT Ha3HEYATECR BETOMATHHECKH, BTN CETE
NOAAEPHMBZET 3TY BOIMOKHOCTE, B MPOTMEHOM CNY4ae NapaMeTphl
IP MOXHO NONYYMTE Y CETEBOM0 aAMAHWCTPETOPA,

() MonyunTe IP-anpec aETOMATHUECKM

(@ Wcnonbsosate cieaytowmii IP-agpec:

IP-appec: 192 168 . 1 .
Macka noaceTu: 255,255,255 .

OCHOBHON Whos: 192 168 . 1 .

Mony4mTe agpec DNS-cepsepa asTOMATHHECKN
(@ WenonesoEaTe cneayiowme anpeca DNS-cepeepos:
MpeanourTaemeiin DNS-cepeep: 192 . 168. 1 .

ANbTEPHATUEHLIA DNS-CEpEED:

[T NoaTeepanTE NapaMeTRE! NPK BEIXORE

Puc. 5.37

5.7. TlpoBepka npaBUNBLHOCTM HacTpoeKk noaknyeHnsa IP-kamepbl K
NokKanbHOW ceTun

Ons  KOHTpONsi MpaBUMbHOCTM CETEBbIX HACTPOEK Kamepbl M KOMMbTepa HYXHO
NoAaKMYNTLCS K Kamepe Yepes 6paysep Internet Explorer.

3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblbepuTe cTpoky [Internet Explorer].

Beeaute B agpecHonm cTpoke |P-agpec, MpuUCBOEHHbLIN Kamepe  (Hanpumep:
http://192.168.1.166) (Puc. 5.38).

-

e@ 2 http://192.168.1.166/ D = 2 | & Mycran crparuya x AN

Puc. 5.38
Mpn NpaBuUnbHbLIX HACTPOMKaX OTKPOETCA OKHO aBTopu3auun. [ns aBTopusauun BBeauTe
UMs nonb3oBaTtens n naponb, nocne vero Haxmute [OK] (Puc. 5.39).
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BHUMAHMUE!

Vma nonb3oBatensa no ymonyaHuto: admin. Mapone no ymonyaHuto: admin.

Sewnr

:

. 3
N e
e@‘ @ hitp://192.168.1166/login.asp n-¢ |,§3 WEE SERVICE ‘ | 1 ok

=

P W ycTaHosuTe ActiveX

JinA ucnonk3osanun Firefox, Google Chrome |E Tab noxanyiicta oaHakomTecs ¢

Puc. 5.39

Mpy NpaBMNbHO BLINOJTHEHHbLIX AENCTBUSAX Bbl cMoxeTe 3anTn B BeOG-nHTEpdenc yepes

Gpaysep 1 yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepbl (Puc. 5.40).

p - =
° )| @ hetp192168.0.09N0ginasp P | & WEB SERVICE
BE\WARD

. o

' Wobpaxesime

Puc. 5.40
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NMPUMEYAHMUE!

B cnyyae HeygayHOro coevHeHUs C Kamepon, NpoBepbTe MPaBUSIbHOCTb MOAKMIOYEHUST K MPOBOLHON
CeTu, BEPHUTECb B Ha4ano AaHHOW rnaBbl U NMOBTOPUTE HAcTpownky. [Npu HeobxoammocTn obpaTutech K

Baluemy cucteMHOMY agMUHUCTPATOPY.
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Be\«vARD Inasa 6 Hacmpotuixa 6ecnposoonozo (Wi-Fi) coeounenus

naBa 6. Hactpowuka 6ecnposogHoro (Wi-Fi) coeauHeHusn

6.1. O6wme cBeaeHusi o becnpoBogHom nogknioveHun IP-kamepbl B12CRW

Ana Toro ytobbl IP-kamepa BEWARD B12CRW pabotana B Bawew 6ecnposogHon Wi-Fi-
CeTn COBMECTHO C apyrum obopyaoBaHuem, HeobxoouMMO ee MOAKMYUTL B COOTBETCTBUM C
TEeKyLWWMMN HacTpomkamm AaHHoW ceTw. [loaknyeHne MOXHO BbIMNOMHWUTL — CredyroLwmnMm
cnocobamu:

3. wncnonb3ya TexHonorto WPS (To ecTb 6e30rmacHo20 yrnpouw,eHHO20 MOOKMOYEHUS K

cemu Wi-Fi),

BHUMAHUE!
MogkntoyeHne IP-kamepbl ¢ nomolbto WPS BO3MOXHO TOMBKO NpW YCNOBUK, YTO UCMONb3yeMbli Bamu

MapLUpyTU3aTop Takke NnoaaepKuBaeT AaHHY TEXHOMOIMIO.

4. Bpy4Hylo, 6e3 ucnonb3osaHusa TexHonorum WPS.

MepBbIi cnocob Hanbonee NPoOcTon U ObICTpbIA. NS NOoAKNHYEHNS HeoOXoaUMO TONbLKO
HaxaTb kHonkn [WPS] Ha wmapwpyTtusatope u IP-kamepe, ocTanbHoe kamepa caenaet
CaMOCTOSATESNbHO (CM. MYHKT 6.2).

HacTtporika BTopbiM cnocobom TpebyeT 6onblue BpemeHn. [na nogknioveHns Heobxoammo
y3HaTb napameTpbl 6€CNpoOBOAHON CETU, NOLKITIOUYUTL Kamepy Npu nomMowy kabensi K NPoOBOAHOWN
ceTn, NonyuYnTb AOCTYN K Beb-uHTepdency kamepbl U, BbiOpaB Heobxoaumyto GecrnpoBOLHYHO

CeTb, MOAKIHYNTLCS K HEN (CM. NYHKTbI 6.3).

6.2. Nopgknio4yeHme kK 6ecnpoBogHon ceTn ¢ nomolybo WPS

Ona nogkntoveHnst IP-kamepbl Kk Bawen 6ecnposogHon cetu no WPS BbInonHute
cnepylowime aencTeus:

War 1: nogkniounTe IP-kamepy K WMCTOYHMKY nuTaHua S5 B n3 komnnekta nocTasku,
pacrnonoxms ee B 30He yBepeHHoro npuema Wi-Fi-curHana mapwpytumsatopa.

LWar 2: noxauTech NOMHOW 3arpy3ku Kamepbl (2-3 MUHYThI).

War 3: HaxmuTe Ha mapwpyTtusaTope kHorky [WPS] v yaepxusante 2-3 cekyHabl. [Mpu
aToMm wuHaukatop WPS (ecnn TakoBOWM MMeeTCsl) HayHeT muraTb (CM. pyKOBOACTBO MO
aKcnnyaTaumm mapLipyTtunsartopa).

War 4: Haxmute Ha IP-kamepe kHonky [WPS] n yaepxuante 2-3 cekyHabl. NHankaTop

WPS Ha kamepe 3aroputcsi CMHUM LBETOM (NepecTaHeT ropeTb Nocne YCTaHOBKU CBA3M).
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BHUMAHMUE!

Wi-Fi-maplipytnsatop unuM TOYKa [ocTyna, K KOTOPOMY/KOTOPOW MNPOU3BOAMTCA MOOKIIOYEHME,

porkeH/gomkHa nogaepxmeaTtb TexHonormto WPS. Kpome Toro, gomkeH ObiTb BkMouYeH pexum PBC

(Push Button Connection).

Ecnu Bce warn BbINONHEHbI MPaBUiIbHO, U Kamepa nogkmntodeHa k Bawen Wi-Fi-cetn,

BbIMOSHATL OENCTBMUS, ONUCaHHbIE B NyHKTe 6.3, He TpebyeTcs.

6.3. NoakntovyeHne K 6ecnpoBOAHON CETU BPYUHYIO

Ecrin KamMmepy He yaaeTCd NOAKMKYNUTb No WPS, TO HeO6XOD,VIMO caenaTtb 3TO BPYYHYHO:
War 1: onpeaenntb TeKywmne napamMmeTpbl 6eCI'IpOBOD,HOFO NnoAKIMNK4YeHnA.

LWar 2: HacTpouTb BecnpoBogHOE NOAKITIOYEHME.

,D,aHHbIe waru I'IO,EI,pO6H0 OonncaHbl HNXe.

6.3.1. OnpepeneHue TeKyWMX NnapamMmeTpoB 6ecnpoBOAHOro NOAKMNHYEeHUsA

Ona HacTtponkn Wi-Fi-coeanHeHnst Heobxognmo, 4tobbl IP-kamepa B12CRW pa6otana B
Bawen 6ecnpoBogHomn Wi-Fi-cetn coBmecTHO ¢ K, ¢ KOTOporo nponsBoanTcsa HacTponka.

OnpegenuTb napameTpbl 6€CNPOBOAHOIO NOAKMIOYEHNST MOXHO Criegyowmmmn cnocodamu:

Cnoco6 1: 3antn yepes BebO-MHTEPGENC B MEHIO HAcTpoek Bawero maplpyTtmsaTopa u
onpegenuTb HacTponku GecnpoBOAHOrO NOAKMOYEHUA MapLupyTudaTtopa (CM. PyKOBOACTBO MO
aKcnnyaTaumm mappyTtmsaTtopa).

Cnoco6 2: Onpegenutb napametpbl Wi-Fi-cet npu nomowm apyroro obopyaoBaHus,

NMOAKIMIOYEHHOrO K Her (Hanpumep, HoyTbyka).

NMPUMEYAHUE!
HasBaHWs HeKOTOpbIX MYHKTOB MEHK M (PyHKUMA Ha CKpuHWOTax B AaHHOM PykoBoacTtee MoryT
oTnnyaTtbCs OT TakoBbiX B Bawen sepcun Windows, ogHako anroputm nNpuBeOeHHbIX OENCTBUIA ABNAETCA

yHuBepcarbHbIM.

PaccmoTpum npouecc onpefeneHnss HacTpoek ©GecnpoBOAHOW CeTM Npyu  NOMOLLM
NOAKIIOYEHHOrO K Her HoyToyka.

OTtkniounTte OoT HOyTOyka kabenb Ethernet (ecnv TakoBOW MOAKMOYEH) M MOAKIMOYUTECH K
Bawen Wi-Fi-cetn.

Mocne noakniovenus Kk Wi-Fi-cetn Haxxmute lMyck — lNMaHenb ynpaeneHus (Puc. 6.1).
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B OTKpbIBLUEMCA OManoroBomMm OKHe Bbl6epI/ITe NYHKT «npOCMOTp COCTOAHUA CeTUn "

3apay» B pasgene «Cetb u UHTepHeT» (Puc. 6.2).

% 8 » Manens ynpasnerna »

Hacrpoﬁl(a napaMeTpoB KOMNbHOTERA MpocmoTp:  Kateropua ™

CucTema v Be30NacHoOCTE YueTHble 3anncy noab3oBaTensi n
lNpoBepka COCTOAHNA KOMMEIOTERE i ceMelit...

APHIBUPOE3HIE AZHHBLX KOMIMEFOTEPa I@ﬂ.oﬁasnenme W YA3NEHNE YUETHBIX 3aNMCe

Mowck u ncnpasnenne npobnem nonb3osatenci
@ YCTaHOBKE POANTENCKOTD KOHTROMA ANA BEX

|ﬂgocMOTp COCTOAHMA CETH W 33434 I

Beifop napameTpos gomawunei rpynnel u obujero

AOCTYNA K ABHHbIM

OBopyaoBaHUe 1 3BYK
[NpocmoTp yCTPOIRCTE U NPHUHTEPOE
[oBasnenue ycTpoiicTea

Mporpammbl

Yaanexue nporpaMmel

Nonb30BaTENEH

QOdopmneHne M NepcoHanmsaLmra
Wzraenerne Temel

Vzmenenne pona pabouero ctona
Hactpoiika paspewenna 3kpana

Yacel, A3bIK U PErnoH

CMEHA PacKNagKK KNaBHaTypbl WK AEYTHK
cnocoBoB BEOAA

Vzmenenne asbika uHTepdeiica

CneuMansHble BO3MOXHOCTH
Pexomengyensie Windows napamerpel
OnmuMuzaumns Ms0BpaKeHna Ha 3KpaHe

B oTkpbiBLUIEMCA OKHE HaxmMuTe «BecnpoBogHoe ceTeBoe coeaunHeHue» (Puc 6.3).

NMPUMEYAHMUE!

I'Ipvl Hann4Mm HECKOSbKMUX CETEeBbIX MOAKNHYEHNN Bbl6epI/ITe 6ecnpOBonHoe noAakKrn4vyeHne, K KOTopomy

nraHnpyeTcd NnoAKnYnTb IP-Kamepy.
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Manens ynpasnexus - - ~ -
T MpOCMOTP OCHOBHBIX CEEAEHMIA O CETH M HACTPOFKa NOAKAKUEHHA

&*‘u MpocmoTp NonHo# KapTel
[zmerenne napameTpos e |

agantepa BEWARD wireless WhtepHer

3meHNTE 4ONONHWTENBHBIE (3707 KoMnBIOTED)

napameTpel obluero gocTyna MpocMoTp aKTHEHEIX CETER

wireless Tun aoctyna: MHIERHET
.
L,l [lOMBWHSA CeTh MoaknkaueHuA: o [BecnpoEoanoe
CETEE0E COEJHHEHWE
(wireless)

[zmeHenne ceTeBbIx NapaMeTpos

MNogKNMOYEHHE NAN OTKAMYEHNE

ﬁl HacTpolika HOBOro NOgKFOYEHNA MAN CETH

- "
Hactpoiika GecnposogHore, WMPoKoNOAoCHEro, MOAEMHOro, npamore wan VPN-nogkaroyeHna
WK 3KE HACTPOIKA MApLLPYTH3aTOPa WK TOYKN A0CTyNa.

';. MoaKkNKHMTEEA K CETH
ToAKNFoUEHNE UAK NOETCPHOE NOAKN K Becnp
CETEBOMY COEQMHEHMMD WK Nogrntouerne k VPN,

Beibop gomaluneil rpynnel u napameTpoe cbulere goctyna
Aoctyn k dainam n NPUHTEPaM, PacNoA0KEHHBIM Ha ApYTUK CETEBLIX KOMMBIOTEREX, MK

C. Taicke
WSMEHEHWE NApaMeTpos oBLLEero ocTyna,

Bpanamayzp Windows
fAomalunas rpynna ¥cTpanenne Henonagok

CeoiicTea obospesatens AnarHocTiia n NCNpaenes e ceTessix NPoBAE WAK NOTyYEHNE CBE4EHA 08 ncnpasnennm,

Puc.6.3

BHUMAHMUE!
Ecnu y Bac HeT Takoro nyHkTa MeHto, ybegutech, 4to Baw HoyTbyk nogkntodeH k Wi-Fi-cetn. inga atoro

npoBepbTEe, OTKIKYEH N OT HOyTOyKa ceTeBon kabenb 1 BkntoveH nu agantep Wi-Fi. Ecnu ob6a ycnosus

BbIMOSHEHbI, JAHHbIN NYHKT MEHIO OJOJDKEeH ObITb OOCTYyNeH.

B oTtkpbiBwemca okHe (Puc.6.4) Hangute ums Bawen 6ecnpoBogHon cetn — «SSID».

3anomMHuTe NMBOo 3anuLIUTe Ha3BaHUe CeTU, OHO NoHaZobUTCA B AanbHenLeM.

atfll Coctoanwve - becnpoBoHan ceTh H
Obume
MoaknoyeHue
IPv4-nooknioHeHre: WHTEpHET
IPvE-T0AKNIOHEHIE: Bes nocTyna K cetn
CocToAHWE cpeabl: MoarnoYeHo
(ssID: ASUS)
AnUTensHoCTL! 00:00:11
CropocTh: 54,0 MouTc

KauecTso curHana: !!!!!

[| CeeaeHus. .. l [ Ceoiictea becnposoaHoi ceti l

AKTMBHOCTD

Puc.6.4

Haxmute kHonkn [CBepeHusa] n [CBoncTBa 6ecnpoBoaHomn cetu].
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B OTKpbIBLUMXCSI OKHAx COOEPXUTCA WMHopMauus O Tekywem GecrpoBOAHOM CETEBOM

nogknoyeHun (Puc. 6.5).

CBeneHWA O CETEBOM NOAKAHIYEHMKM CeoicTtea becnpoBoaHoW cetn ASUS
CBeAsHUA 0 NOAKMIYEHAM K CETH:! Moarknioqerme | Be3onacHocTs

Ceoiictso 2HaueHune

OnpensneHHsIl AnA Mo ... [I"‘” BezonacrocTh: |WPA2-Personal v }
OrmcaHue D-Link AirPlus Xreme G DWL-5132 Wire [Tmn AL ET AES v}
Puznueckuid agpec 00-19-5B-65-25-8B - -
DHCP exnioyen Oa [ﬁmou BesonmacHocTH ceTH | password J

ec |Pvd 192.168.1.10:

Macka nogcem [Pvd 255 285 25510

ApeHpa nonmyyeHa Zwona 2016 r. 14:42:35

ApeHpa ucTexaeT Swona 2016 r. 14:42:44
[LLImos no ymonuaHuwio 1P 192.168.1 ‘_I]'

DHCP-cepeep IPv4 192.168.1.1

DMNS-cepeepel [Pvd 152.168.1.1

192.168.0.254
WINS-cepeep |Pvd

Cn;.'xﬁa NetBIOS Hepes fa L ononHWTENEHBIE NaPaMETPEI

£ >
e
Puc. 6.5

3anmwunTte oTMeyeHHble Ha PucyHke 6.5 napameTpbl, a nmeHHo: [Agpec IPv4], [Macka
noacetn IPv4], [lLUnto3 no ymonyaHnuw], [Tun 6e3onacHocTtu], [Tun wudcdpoBanua], [Knroy
6e3onacHocTu]. 3TN AaHHble NOHAAOOUTLCS ANsi HAaCTPOWKM GecnpoBOAHOrO NoAKMYeHus |P-

KamMmepbl BPYYHYIO.

6.3.2. HacTpowka napameTpoB 6ecrnpoBogHoro nogknoyeHus IP-kamepbl

Mogkntounte IP-kamepy K Balwen NpoBOAHOW CETM UMK HanpAMylo K KoMnbloTepy. [Ons
3TOro NOAKMNIYMTE OOMH KOHeL, kabensa naty-kop4 K CeTeBOMY pa3beMy KaMepbl, @ BTOPOW KOHeLl,
— Kk LAN-nopTy mapwpyTtusaTtopa unm komnbtoTepa. [lonyumte JocTyn K kamepe, Ucnonb3yst aTo

NPoOBOAHOE CoeaMHEHMEe, ONMcaHHbIM Biilwe cnocobom (cm. [nasy 5).

NMPUMEYAHUE!

Internet Explorer gomkeH ObiTb yCTaHOBMEH kak Gpay3ep No yMON4aHuio.

MNocne nonyvyeHuna Oocrtyna K Kamepe “ ycnemHoﬂ aBTopunsaumnn Bl yBunauTe rmaBHoe OKHO

ee BebG-uHTepdpenica (Puc. 6.6).

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



Inasa 6 Hacmpotuixa 6ecnposoonozo (Wi-Fi) coeounenus

- ey}

Be\WARD

° )| @ heps/1921680 90 oginasp = P2 | & WEB SERVICE | I

| oowewi | 8 Cromoe Pt 20w o) Sowiaiae ) Mispocpont

-

—— —

Puc. 6.6

,D,J'IFI N3MEeHEHUNA HaCTpPOEK 6€CI'IpOBO,EI,HOFO coeaNHEHNA KaMepbl

HaXMUTE KHOMKY

[HacTpouku] n nepengute B meHio Cems — Wi-Fi (Puc. 6.7).

BEe\VARD

TNokanbHele
Ayauo
Bugeo
Cetb

> OcHoBHbiE
> LAN

> PPPoE

> UPnP

> Bonjour

> E-mail

> FTP

> DDNS

> PPTP

> RTSP

> HTTPS

> CamDrive
> YeefomneHue

3anuce

Tpesora

CucTeMHble

HacTpo¥ikn Wi-Fi

BriounTs [ ]
DHCP [

Pampee [ 107 168 1 160 ]
Macxa nogcetn
e
T
) —
0N —
Twun wwdpoearua
Pexum wrdpoBaxua
-

LLinpuHa kaHana AeTo ~

Pexum | ABTo ~

Puc. 6.7

Ha pgaHHoM cTpaHuue OTMeTbTE raniodkon NyHKT [BknounTs].

Mpwn BkntodeHnn Wi-Fi coeanHeHnss HaYMHaeTca aBTOMaTUYECKUI MOUCK JOCTYMNHbBIX CEeTEN.

Mocne 3aBepLUeHnsd Noncka Bbl MOXeTe Bbl6paTb ceTb B Tabnumue HMXe 1 NOAKNI0YNTBCA K HEN.
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BbIGGpVITe OBOMHbIM LLLENYKOM JIEBOM KHOMKW MbILUK Bally TOYKY AOOCTyna B TaGJ'II/ILl,e

[O6HapyxeHue Wi-Fi Toukn pgoctynal. lNMpu atom Bcst Heobxoammasi MHpopmaunsa Kpome napons
3anonHUTCA aBTOMaTUYECKM.

BeeguTe naponb N8 NOAKMOYEHUs K Ballen Touke gocTtyna B none [Maponb]. BBoanmeble
CMMBOSblI MO YMON4YaHuio CcKpblTbl. OTOBpa3nTb BBEAEHHbIE CUMBOMbLI ANS NPOBEPKA MOXHO
Ha)KaTMeM Ha MUKTorpamMMy «rras» B NpaBOW YacTu AaHHOIO Monsi.

Haxmute kHonky [CoXpaHUTb] B HWXKHEN YaCT OKHA OJ1s1 COXPAHEHUs] BCEX U3MEHEHUIN N
noaknodeHus K Todke goctyna Wi-Fi.

Mogoxante HekoTopoe BpeMsi (2-3 MUHYTbI), MOKa HOBblE HACTPOWKW BCTYMSAT B CUNY WU
3aBepLUNTCS NPOLEeCC NOAKITYEHMS Kamepbl No 6ecnpoBogHOMY COEANHEHUIO.

Mocne ycnewHoro noagknoyveHns k Touke goctyna Wi-Fi B none [CtaTtyc coegnHeHuns] Bbl
YyBMAOMTE COOTBETCTBYIOLLYK 3anuncCb, a WPUMT NOOKMHOYEHHOW TOYKM AOCTyna B CMMCKE CTaHeT
XUPHbIM.

Ecnn Bbl He XOTWUTe MCMNofnb3oBaTb OMUMIO aBTOMaTU4ecKoro npuceoeHus |P-agpeca
GecnpoBoaHoro agantepa unu B Bawen cetn Het DHCP-cepBepa, To BaM HEOOX0AMMO pacKpbiTb
MeHto [lononHuTenbLHO].

CHumuTe mapkep onuuun [Monyuntb IP-agpec aBToMaTuyecku] Ang BBoAa napameTpos
IP Bpy4Hyto, Npu 9TOM HEOBXOAMMO BBECTU KOPPeKTHble 3HayveHus B nons: [IP-agpec], [Macka
nopcetu], [WWnto3]. [ns sToro obpaTtutecb K paHee 3anuMcaHHbIM HacTponkam O6ecrnpoBoaHOM

ceTun (CM. NYHKT 631) M B COOTBETCTBUN C HUMUN YCTAHOBUTE BbllLEeyKa3aHHblEe NapaMeTpbl.

NMPUMEYAHMUE!
Mpu atom IP-agpec kamepbl OOmMKeH ObiTb YHMKaNbHbIM M He MOBTOPSATb agpeca APYrux YCTPOWCTB B
noaceTun, a macka noaceTu W L3 AOMKHbI coBNaaaTth C 3anncaHHbIMU paHee 3Ha4YeHUAMM.

Mpn HeobGXOAMMOCTU [fi HACTPOWKM CeTeBbIX NapaMeTpoB obopyaoBaHWsi obpaTuTech k Balwemy

ceTeBOMy aMUHNUCTPATOPY.

B cnyyae HeobGxogumocTy no aHanorum 3anonHute nons [Mpeanountaembin DNS],

[AnbTepHaTuBHbIN DNS].

B cnydyae ecnu Bce HACTPOWMKWU BbINOMHEHbI NPaBUIIbHO Bbl CMOXeTe MOony4YnTb AOCTYN K
kamepe Yepes GecnpoBoaHOE NOAKIYEHNE.

HacTponka 6ecnpoBogHoro coeanHeHuns ans IP-kamepsbl 3aBepLueHa.
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MnaBa 7. NogkntoyeHue IP-kamepbl K ceT UHTepHeT

7.1. O6wue cBeaeHUA o noaknoveHun IP-kamepbl kK cetn UHTepHeT

Mpn yctaHoBke |P-kamepbl 06blMHO TpebyeTca MMeTb K Hel [OCTyn He TOMbKo M3

nokanbHOM CeTu, HO U U3 ceTn NIHTepHeT.

B atom cnyyae ana ogHoBpemeHHoOW paboTbl KOMMbOTEPOB, HOyTOykoB, IP-kamep u

apyroro obopyaoBaHus B ceTn MIHTepHET, Yalle Bcero, NCNonb3yeTcs MapLupyTM3aTop.

Mpn opraHusaumm poctyna Kk IP-Bugeokamepam u3 cetn WMHTepHeT, Kak npaBuro,

ncnonbe3yTca creaylowmne Tpu BapuaHTa:

1. VmeeTcs BblOeNeHHbIn npoBangepoM BHeWHwWn ctatudeckun |IP-agpec nnu PPPoE-
coeauHeHue. lMpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ucnonb3yeTtca
ANA NOAKNMIOYEHUSA TONbKO OAHOW IP-kamepbl U He MOXeT BbiTb Ha3Ha4YeH eLe Kakomy-
nmnbo yCTponcTBay.

2. WNmeeTcsa BblAENEHHbIA MpoBangepoM BHELWHWW cTaTtudeckunn |P-agpec, KOTopbIn
NCcnonb3yeTcsa Ans NoaKIoYeHns K cetn MHTepHET NoKanbHOW CeTu, K KOTOPOK, B CBOKO
oyepedb, nNMaHMpyeTca MNOAKMIOYUTbL OOHY WM Heckonbko IP-kamep. [lpu Takom
NOAKMYEHNN UCNOoNb3yeTca MapLupyTnsatop. Npu 3ToM 4MCno NOAKMYaeMbIX Kamep
3aBUCUT, B OCHOBHOM, OT KONIMYECTBA NepeHasHavyaeMbIX MapLupyT3aTopoM NopToB.

3. lNpoBangep He BbliensieT BHewWHWW ctatudecknn IP-agpec. IP-agpec HasHavaetcA
npoBangepomM AnMHAMMUYECKN, TO €CTb TakK, YTO MPU KaXXgoM HOBOM MOOKMHOYEHUN 3TOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL u GPRS). B atom cnyyae, 4TOGbI
obecneuntb BO3MOXHOCTb MOAKMOYEHMS OOHOW WM HECKOSMbKMX Kamep K ceTu
MHTepHeT, BHe 3aBMCUMMOCTM OT TOro, Kakon |P-agpec BbloeneH npoBangepom B
OAHHbIA MOMEHT, HeobXoaAMMO 3afenCTBOBaTb MHTEPHET-Cryxbbl, paboTtatowme
OVWHaAMUYECKUMU agpecamu.

Hanee, aTM BapuaHTbl opraHuM3aumm poctyna kK IP-kamepam un3 cetn WHTepHeT OyayT

paccMOoTpeHbl nogpobHee.
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7.2. Ucnonb3oBaHue ctatu4yeckoro IP-agpeca

Ona nogkrntoyeHuns |IP-kamepbl kK cetn MHTepHET HeobXoouMoO U3MEHUTb €€ ceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMW, NOMYy4YEeHHbIMW OT NpoBangepa. Kak npasuno, nposangep
npegocTtaBnsieT crneylowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKuin),
Macka nogcetn, CeteBon wnto3 u agpec DNS-cepsepa.

[nsa nonydeHuna goctyna K IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy |IP-agpecy
Heo6xoanMO BbINONHUTL CrieaytoLme Wwarm:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy TK.

Lar 2: nsmeHuTe ceTeBble HACTPOWKM NPOBOAHOIO coeanHeHus |IP-kamepbl (CM. NyHKT 5.5
AaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTpoWkamu, npegoctasBnieHHbiMn Bawunm VHTepHeT-

nposangepom (Puc. 7.1).

BE\VARD

TNokankHele HacTpoiika LAN

Aynvo

Bugeo Wcnone3osats IPv6 [ ]

DHCP
CeTk

v
> OcHOBHEIG Bepeun IP IPV4
TTTTR— IP-ampec | 105, 168. 0 . 210

> WiFi Macka noace™ | 55 255 255
OcHoBHOM W03 | 197 . 188. 0 . 254

> PPPOE
> UPnP MpegnounTaemei DNS 192 . 168 0 . 254

AnbTepHaTUBHLIA DNS
> Bonjour PH 202 106 . 0O 20
_ MAC-agpec | 00-5A-21-33-01-8C
> E-mail
> 1P g, ]

> DDNS

> PPTP

> RTSP

> HTTPS

> CamDrive

> YeefomneHuwe
3anuce
Tpeeora
CucTeMHble

Puc. 7.1
War 3: nogkntounte IP-kamepy k BblaeneHHon cetu Ethernet.
Ecnu Bce napameTphbl yka3aHbl BEPHO, kKamepa OOoMmkHa ObITb AOCTYNHa B ceTn VIHTEepHeT.
B npuBegeHHOM npyvmMepe npoBangep NpeaocTaBun cneayowmne JaHHble:
o IP-apgpec: 173.194.122.202
e Macka noacetun: 255.255.255.252
e OcHoBHOWM wWnto3: 173.194.122.211
e DNS-cepsep 1: 173.194.122.1
e DNS-cepBep 2: 173.194.122.2

B obwem cny4vae, ana obpaweHuns Kk IP-kamepe yepes ceTb VIHTEpHET B agpecHoOn CTpoke
Opaysepa BBogutca cnegywowmn 3anpoc: http://[<IP>:<Port>, rgoe <IP> — IP-agpec kamepbl,

<Port> — 3HayeHne HTTP-nopta. Tak Kak B AaHHOM npuMmepe ucnornb3yetca 3HadveHne HTTP-
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noprta, 3agaHHoe no ymondauuto («80»), TO, 4TOGLI ObpaTuTbcs K IP-kamepe 4yepes ceTb

NHTepHeT, Heobxoammo HabpaTtb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nopknioyeHun Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymonyaHuio (3HadeHume paBHO «80»),

3anpoc B agpecHoun ctpoke 6paysepa umeet sua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

7.3. Ucnonb3oBaHne PPPoE-coeauHeHuns

NHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NOAKMYEHWEe No crtatudeckomy |P-
agpecy. Yawe Bcero, npoBangep opraHudyeT goctyn kK cetm WHTepHeT u4epes PPPoE-
coegvHeHune. B aTom cnyyae, oH npegoctaBnsaeT aboHEHTY UMSA Nonb3oBaTens 1 Naposb.

IP-kamepa B12CRW nopaepxnBaet PPPoE-coeguHeHue. [Onss ero wmcnonb3oBaHusi
Heo6xoa4nMO BbINOMHUTL CrieaytoLme warm:

War 1: nogkntounTte IP-kamepy k Bawlei nokansHon cetu unu Hanpsimyto K K (cm. Maey 5).

War 2: songute B meHto PPPoE-HacTpoek IP-kamepbl: Hacmpolku — Cemb — PPPoOE.

War 3: B TekcToBbIX Nonsax [[lonb3oBatens], [[laponb] BBeanTe 3Ha4YeHUs:, NONyYEHHbIE

oT NHTepHeT-npoBanaepa (Puc. 7.2).

BE\VARD

TNokanbHble HacTpoika PPPoE

Ayano
Bugeo N

CeTk 2 L
) —
> OcHOBHbIE R
Mon.sosaren.
[T userpppoe
> WiFi
B owrain

PPPGE

> Bonjour
3

> E-mail

> FTP

> DDNS

> PPTP

> RTSP

> HTTPS

> CamDrive
> Yeegomnenuwe
Banuck
Tpeesora
CHUCTEMHBIE

Puc. 7.2
War 4: Boibepute TMn wudposaHua “CHAP” wnu “PAP” ans npoBepkM MNOASIMHHOCTU

coeNHEHUS.

War 5: Anga npuHATUS 3MEHEHUI HaxxMuTe KHOMNKy [CoxpaHuTb].

BHUMAHUE!

Ons BCTYyNJeHna ceTeBblX MNapamMeTpoB B CUITY Tpe6yeTCﬂ nepesarpyska yCTpOﬁCTBa.
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War 6: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

BHUMAHUE!

Mocne nogkntoveHus IP-kamepsl Kk BblaeneHHon cetn Ethernet ona Byaet goctynHa B cetu VIHTepHeT noa

IP-agpecom, nprucBOeHHbIM e Balimm npoBarigepom n otobpaxaemebiM B none [Agpec] (cm. Puc. 7.2).

Ona obpaweHus k IP-kamepe B cetn VHTepHeT B agpecHon cTpoke Gpaysepa BBOAMTCA
cnenyowmin 3anpoc: http://[<IP>:<Port>/— roe <IP> — IP-agpec kamepsbl, HasHa4yeHHbIn Bawmm
nposangepomMm npu yctaHosrneHmm PPPoE-coeguHeHus, <Port> — 3HayveHue HTTP-nopta (mo
ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!

Mpu nopkntoyeHum Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymonyaHuio (3HadeHme paBHO «80»),
3anpoc B agpecHoun cTpoke 6paysepa umeet sua: http://<IP>,— roe <IP> — IP-agpec kamepbl.
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7.4. MNoaknto4yeHne 4epe3 cetb WUHTepHeT K IP-kamepam, Haxogsawmmcs B

noKanbHOM ceTu
Ecnu goctyn B ceTb VHTEpHET ocyllecTBnseTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, onst nogknoYeHus NoKanbHON CeTU UCMOoNb3yeTcs MapLupyTU3aTop.

BHUMAHUE!

[Ona ucnonb3oBaHWA [aHHOrO MeToda MoAKMYeHUs Heobxoaumo 3apaHee npuobpectn y Baiwero
nposaiigepa MYBJIMYHBLIA CTATUYECKWA |P-agpec. [MpoBaigep npenocTaBnser, kak NpaBuno,
OVMHAMUYECKUA BHYTPEHHWIA IP-agpec, KOTOpbI [OCTYyNEH TOMbkO B MOACETM npoBsaiigepa.

[Moatomy yTouHuTe TUN ncnons3dyemoro Bamu IP-agpeca 3apaHee.

[na Toro 4ytoGbl nogkntounTbes K IP-kamepe M3 cetn MIHTepHeT, Hago obpatutbes no IP-
agpecy, BblgaHHOMY npoBangepoMm («BHeLWHUNy IP-agpec maplipytmsartopa), 1 K onpegeneHHoMy
HTTP-nopty.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTepHeT Ons Bcex Kamep, HaxoOsWMxXcs B OOHOW JloKanbHOW CeTw,
CyLLeCTBYeT TONbko oauH IP-agpec (BblgaHHbIM npoBangepoMm). [1oaToMy ons 4oCTyna K 3TUM kamepam

HeOoBX0AMMO KaXKAoW HasHa4YMTb CBOW rpynbl MOPTOB.

[nsa aToro TpebyeTcsa BbINOMHUTL Criegyowme AeNCTBUSA:

e VameHUTb ceTeBble NapamMeTpbl |IP-kamep B COOTBETCTBMM C HACTPOMKAMK, NPUHATLIMA
B Bawen nokanbHowm cetn (CM. NyHKT 5.5 ANsS NpoOBOAHOrO MOAKIKOYEHMS Kamep K
foKarnbHOW ceTn).

e Hactpoutb yHKUMIO nNepeHanpaBneHns noptoB. [HaHHaa yHKUMA nossonseT
nepeHanpaesnatb obpalleHna u3 cetnm WHTepHeT K KakoMy-nmbo YCTPONCTBY,
NOOKIOYEHHOMY K NokanbHowm ceTu, ¢ BHewHero WAN-unHTepderica mapLipytmsatopa
Ha ero BHyTpeHHUNn LAN-uHTepchenc un obecneumBaeTcss NpPakTUYECKU NHOOLIM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn atom, cyuwlectByeT ABa crnocoba HaCTpOMKM MapLlupyTudauum (nepeHanpaBreHuns

nopToB):

e ycnosib3oBaHne TexHonorun UPnP B kamepe 1 mapLupyTmnsaTope;

e pydyHad YyCTaHOBKa nNapamMeTpoB MepeHanpaBreHns MnopToB B  Kamepe WU

mapLupyTusaTope.
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7.4.1. Ucnonb3oBaHue TexHonorum UPnP

[Ons opraHmsaumm goctyna K IP-kamepe u3 cetn IHTepHeET HYy)XHO caenaTb creaytoulee:

e PaspelwmTb Ucnonb3oBaHne 1 HacTpouTb pyHkumo UPNP Bawwero maplpyTtusaTopa.

NMPUMEYAHMUE!

Hactpoiika pyHkumm UPnP mapuipyTtusatopa gomkHa 6biTb onucaHa B npunaraeMomn K HemMy MHCTPYKLMMK.

BHUMAHUE!
He Bce mogenu mapLupyTmMsaTopoB nogaepxusatot dyHkumio UPNP ana nepeagpecaumm nopto LAN- 1
WAN-unHTepdencos. Ecnm Baw mapwpyTtusatop He nogaepXxvBaeT OaHHYH OYHKUMIO, TO OH Tpebyet

OOMNOSTHUTENbHOW HACTPOWKK (CM. NYHKT 7.4.2).

e Paspelwwntb ncnonb3oBaHne U HacTpouTb oyHkumnio UPNP IP-kamepsl.

BHUMAHUE!
Mpy ucnonbsoBaHun UPNP yaaneHHbI NpOCMOTP BMOEOMOTOKA C ABYX M 6Goree kamep MOXeT He
paboTaTb nMbo paboTaTb HekoppekTHo! Ecnm y Bac Bo3HMKNM npoGrnembl, HacTponTe napameTpbl

nepeHanpaBneHns NOPTOB BPYUHYH (CM. NMYHKT 7.4.2).

LWar 1: B meHio Hacmpoliku — Cemb — OCHOBHbI€ OTMETbTE rafiouKon NyHKT « Bknountb
nepeagpecaumio NOPTOB», YTOObLI BKITHOUMNTL (DYHKLMIO Mepeagpecauumn NnopToB MapLipyTmM3aTtopa
(Puc. 7.3).

BE@\VARD

TokankHele OCHOBHBIE HACTPOHKK

Ayano

Bugeo MopT AaHHBE 15000
HTTP
CeTk el
o e nopT 2000

>
et BniouMTE NepeaapecauMio nopToe

& WA [] MonyumTe HacTpofiky UPNP-cepeepa aBTOMaTHYECkH

> PPPoE UPnP-cepaep
> Bonj
o BHeluHuit IP-anpec
s (s
E-mail IV

> FTP HTTP-nopt

w3 RTSP-nopt

> PPTP ONVIF-nopt
> RTSP

s s

> CambDrive

> YeegomneHue
3anuce
Tpesora

CHcTeMHble

Puc. 7.3
War 2: otmetbTe ranoykor nyHkT «lMonyunTb HacTtpouku UPnP-cepBepa

aBTOMaTu4yecku» n Haxmute [CoxpaHuTb]. [locne 3TOro B COOTBETCTBYHOLIMX Monsx OyayTt
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ykasaHbl IP-agpec UPnP-cepBepa, BHewHW IP-agpec kamepbl 1 3Ha4eHUst ee NpoBPOLLEHHbIX, TO

€CTb BHELLHWX, MOPTOB.
Ecnun B Bawen cetn Heckonbko UPnP-cepBepoB, TO, 4TOObI NOAKNHOYUTLCA K OAHOMY U3
HUX, CHUMUTE ranodky «lMonyunutb HacTpomkm UPnP-cepBepa aBTOMaTtu4yecku», B Mone
«UPnP-cepBep» BBeaute Tpebyembin IP-agpec un Haxmute [CoxpaHutb]. [Nocne atoro B
COOTBETCTBYIOWMX Monax OyayT ykasaHbl BHewHun |P-agpec kamepbl W 3Ha4YeHUs ee
NPoBpPOLLEHHBIX MOPTOB.
War 3: 4yTob6bl NonyunTb AOCTYN K kKamepe n3 cetn VIHTepHeT, Hago obpaTntbCs K HEW no

ee BHelwHemy IP-agpecy n HasHayeHHoMy e nopTy HTTP.
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7.4.2. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3apgadvy nogknioveHus IP-kamepbl kK ceTu WHTepHeT C€  noMoLLbio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpownka 60nblUMHCTBA OYHKLUMIA MapLupyTU3aTopoB
pasnMyHbIX MOAENEN BbINOMHAETCHA CXOXUM 0b6pa3om).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NokanbHOW cetn u cetn NHTepHeT yxe
HacTpoeHo. MaplpyTmsaTop UMeeT cnegyowmn nyonmnyHbin ctatudecknn IP-agpec, BblgaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytunsatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B gnanasoHe «192.168.1.1 — 192.168.1.255», npnuem
«192.168.1.1» — «BHYyTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnca
MapwpyTtmnsatopa), «192.168.1.199» — IP-agpec kamepbl. [Ond HACTPOWKM UCMOSMb3YyeEM
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOMN NOKaNbHOM CETMW.

Ona nogkntoyeHnsa |P-kamepbl K ceTn MHTepHeT TpebyeTca Has3HauuTb MOPThbl, 4epes
KoTopble ByaeT ocyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kamepsbl. B
NnoKanbHOM CeTn 3TWU NOPTbl MO YMOMYaHUIO UMELDT cnegyowme 3HadeHus: HTTP-nopt — «80»,
MopT aaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTEepHeT Onsi Bcex Kamep, HaxoOsWuxXcs B OOHOW JloKanbHOW CeTw,
cylecTByeT Tonbko oavH IP-agpec (BblgaHHbIM npoBargepom). NoaTomy onst goctyna K 3TMM Kamepam

HeobXxoQMMO KaxKaoW Ha3Ha4YnTb CBOM rpynnbl NOPTOB.

[na nameHeHus nopToB IP-kamepbl BbINONHUTE crnefytowime AencTBUS:

BHUMAHMUE!
MopT AaHHbLIX 0653aTENbHO AOMKEH TPAHCNMPOBATLCA «NOPT B MOPT». COOTBETCTBEHHO, AN BCEX Kamep

HeobxoaMMo 3a4aTb pa3nnyHble 3Ha4YeHnd nopTta AaHHbIX.

War 1: B Beb-mHTEpence kamepbl OTKponTe pasgen MmeHwo Hacmpolku — Cemb —
OcHogHbIe.
War 2: seeante B none [[MopT AaHHbIX] HOBOE 3HAYEeHWE, OTNIMYHOE OT 3HAYEHMS MO

ymMon4yaHuio. Hanpumep, nycTb B Ka4ecTBe NopTa AaHHbIX ucnonbadyetca nopT «5001» (Puc. 7.4).
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OCHOEHBIE HACTPOAKM

TMopT BaHHbD 5001
HTTP nopr
NV nopr

[] BkmiouuTs Nepeagpecayuio nopTos

MonyuuTs ikn UPNP-cepsep:
UPnP-cepsep

BHelunuil IP-agpec

MopT QaHHLX

HTTP-nopt

RTSP-nopt

ONVIF-nopt

Puc. 7.4

War 3: Ansa npumMeHeHnss HacTpoek HaXxxmuTe KHornky [CoxpaHuTb].

Takum obpasom, NopTbl ANs AOCTyna K AaHHOW KamMepe BHYTPW fokanbHOW ceTn GyayT:

HTTP-nopt — «80», MNopT AaHHbIX — «5001», RTSP-nopT — «554».

[na BTOpOM Kamepbl MOXHO BblOpaTb cneaywowme noptbl: HTTP-nopt — «80», lNopt

AaHHbIX — «5002», RTSP-nopT — «554» n t.4.

Kamepa HacTpoeHa. OcTtanocb NpaBurbHO HACTPOUTbL MapLLpPyTU3aTop.

[na HacTporkn MapLUpyTU3aTopa BbINOSIHUTE crneayloLme AeNCTBUA:

War 1: BBeguTe B agpecHow cTpoke Opaysepa IP-agpec mapwpyTtusaTopa (B Hawem

npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpM3aLMn BBeAUTE NOTUH 1M Napornb. [locne

yAa4yHON aBTOpU3aLmm OTKPOETCS OCHOBHAs CTpaHuua HacTpoek mapwipyTtusartopa (Puc. 7.5).

TP-LINK'

Status
Quick Setup
WPS
Network

Wireless

DHCP

USB Settings
Forwarding
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Hardware Version:

Firmware Version:

3.13.27 Build 121207 Rel 61955n
WR2543ND w1 00000000

m

MAC Address:
IP Address:
Subnet Mask:

90-F6-52-75-BD-62
192.168.1.1
255266 2660

Wireless

Wireless Radio:

Name (SSID):

Enable
TP-LINK

Puc. 7.5

War 2: Bbibepute nyHKT mMeHio Forwarding — Virtual Servers. B nossuBueMCA MEHIO

HaxkmuTe kHonky [Add New] (Puc.7.6).
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TP-LINK'

Status
Quick Setup
WPS
Network
Wireless
DHCP

USB Settings

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers
D Service Port Internal Port IP Address Protocol Status Modify
Enable Al Disable All Delete Al
Previous Next
Puc. 7.6

War 3: go6aBbTe npasuna nepeHanpasneHnsa noptos ansg IP-kamepsl (Puc. 7.7). 3apante

cneayowme napameTpbl:
[Service Port]: ykaxute nopT, KOTOpbIM ByAeT ncnonb3oBaTbCa Ang A4OCTyna K kKamepe 13

ceTn NIHTepHeT.

NMPUMEYAHMUE!

Bo u3bexaHne KOHMIUKTOB He MWCNonb3yhWTe Ansi nepeHanpasBneHusl NOpTOB 3aperncTpupoBaHHble

3Ha4veHus. PekomeHngyeTcs ncnonb3oBaHne noptos AnanasoHa 1124-7999.

[Internal Port]: ykaxute nopt, ncnonb3yembl B JaHHbLIN MOMEHT OS89 OCTyna K Kamepe un3

IoKanbHOW ceTw.

[IP Address]: ykaxute |IP-agpec kamepsbl, 45159 KOTOPOW HAcTpamBaeTcsa nepeHanpasneHue.

OcTanbHble NyHKTbI He TPEeBYIT HaCTPOWKM.

Hob6asbTe npasuno anga nopta HTTP (Puc. 7.7).

TP-LINK'

Status

Quick Setup

WPS

Network

Wireless

DHCP

USB Settings
Forwarding

- Vi 5

- Port Triggering
-DMZ

- UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Add or Modify a Virtual Server Entry

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Senvice Port: 81 (XXX or 3X)
Internal Port: 80 (3, Only valid for single Service Port or leave it blank)
IP Address: 192.168.1.199
Protocol: All -
Status: Enabled -
Common Service Port: —Select One— -
save
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War 4: Haxmute kHOMKy [Save], 4Tobbl coxpaHutTe npasuno. Mpasuno gobaesneHo (Puc.

7.8).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings

Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete All

LT Previous Next

-DMZ

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 7.8
LWar 5: Tem xe cnocobom gobasbTe npasuno ang nopta RTSP (Puc.7.9).

- ° 450M Wireless N Gigabit Router
Tp LINK Mode! No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network
- ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
DHCP. 1 81 80 192.168.1.199 Al Enabled Madify Delete
USB Settings 2 300m 554 192.168.1.199 All Enabled Modify Delete
AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
- Port Triggering
-DMZ -
Previous | Next

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 7.9
LWar 6: n ewe ogHo npasuno ang NopTta aaHHbIX (Puc. 7.10).

BHUMAHMUE!
HTTP-noptel 1 RTSP-nopThl Kamep MOXHO nepeHanpaensaTb C MOMOLLbIO BUPTYanbHOro cepeepa, ogHaKo

NopTbl AAaHHbLIX Y KaMep OOJIKHbI ObITb Pa3HbIMU N TPAHCITNPOBATLCA NOPT B FIOpT!
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

1 81 80 192.166.1.199 Al Enabled Madify Delete
DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Wodify Delete
P— 3 5001 5001 192.168.1.199 Al Enabled Modify Delete

AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
-upnp
Previous Next

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 7.10
LWar 7: ecnu Bbl ucnonb3yeTte HECKONbKO kamep, To Bam Heob6xoammo noBTopuTh Lwarn 2-6

ANnsa octanbHbIX Kamep (Puc.7.11).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

WPS

Network

[Fr— ID  Service Port Internal Port IP Address Protocol Status Modify

T 1 81 80 192.168.1.199 Al Enabled Modity Delete

USB settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete

Forwarding 3 5001 5001 192.168.1.199 Al Enabled Modify Delete
4 82 80 192.168.1.198 Al Enabled Hodify Delete
5 3002 554 192 168.1.198 Al Enabled Modify Delete
6 5002 5002 192.168.1.198 Al Enabled Modify Delete
7 83 80 192.168.1.211 Al Enabled Hodify Delete

Security 8 3002 554 192.168.1.211 Al Enabled Modify Delete

Parental Control 9 5003 5003 192.168.1.211 Al Enabled Modify Delate

Access Control

YT — AddNew.. | [ Enable Al | [ Disable Al | [ Delete Al |

Bandwidth Control

IP & MAC Binding Previous

Dynamic DNS

System Tools

Puc.7.11

HacTtponka maplupyTtusaTtopa 3aBepLueHa.

Tenepb, 4TOBbLI NOMY4YMUTL AOCTYN K Kamepe 13 ceTn MIHTepHeT, Hago obpatuTbCa K Her no
IP-agpecy, BblgaHHOMY nNpoBangepom («BHeWwHu» IP-agpec mapwpyTtusatopa), 1 Ha3Ha4eHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplpyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3HayYeHHbIN kKamepe Ans nepeagpecaunn,— «81». 3HauuT, ons obpalweHnsa K Kamepe u3 cetu
WHTepHeT Heobxoanmo B agpecHom CTpoKe Opaysepa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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MpunoxeHus

MpunoxeHune A. 3aBoacKue yCTaHOBKMU

Hwxe npuBeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKUX YCTAaHOBOK

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
Lnio3 192.168.0.1
Nmsa nonb3osatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTOopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopTt 25
DHCP BbikntoyeHo
NTP-cepBep time.nist.gov

time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov
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MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCTBa

B1. O6wue cBegeHud

a) MNepeg nogkritoueHnem obopyagoBaHUS HEOHXOANMMO 03HAKOMUTLCS C PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyataumm Bcero obopygoBaHusa gomkHel cootBeTctBoBath [OCT 15150-
69, NOCT B20.39.304-76 (B 3aBUCMMOCTW OT UCNOJTHEHNSI YCTPONCTBA).

B) [1nsa noBbIlWEHNA HageXHOCTK paboTbl 060pyaoBaHUS, 3aWwmUTbl OT OPOCKOB B NUTalOLLEN
ceTn n obecneyeHns GecnepebOMHOrO MUTaHWS cnegyeT WUCMNONb3oBaTb CeTeBble PUMLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. OnekTrpomarHMTHass COBMeCTUMOCTb

3710 0obopygoBaHMe COOTBETCTBYET TPebOBaHUSAM dreKkTpomMarHUTHon comectumoctn EN
55022, EN 50082-1. HanpsikeHne paguonomMmex, cosgaBaeMblX annapaTypor, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, ykasaHHbIM B PyKoBOACTBE MO aKchnyaTauum ns
KOHKpPETHOro yctponctea. [ns YCTPOWCTB CO BCTPOEHHbIM WCTOYHMKOM MUTaAHUA — 3TO
nepemeHHoe HanpskeHne 220 B 1£10%, vactoton 50 Iy +3%. [N yCTPOMCTB C BHELUHUM
CTabunM3npoBaHHbIM adanTepoM MUTaHUA — MUCTOYHUK nutaHua S5 B 5% wnm 12 B £10%

(HanpspkeHne nynbcauun — He 6onee 0.1 B).

B4. 3azemneHune

Bce ycTponcTtea, umetowme BCTPOEHHbIM BNOK NUTaHUS, AOMKHbI ObIThb 3a3eMneHbl nyTem
MOAKIMIOYEHNss K creumanbHbiM po3eTkaM  SMeKTPONUTaHUs C  3a3eMieHueM unu nyTem
HenocpeacTBEHHOIO 3a3eMfieHMs Kopryca, €cniv Ha HemM npefyCcMOTpeHbl cneuuarnbHble
KpenexHble SnemMeHTbl. 3a3emneHve SMneKTPOnpoOBOAKN 34aHUA OOMKHO ObiTb BbIMNOMHEHO B
cooTtBeTCcTBMU € TpeboBaHuamu MY3 (MpaBuna Yctponctea AnekTpoyctaHoBok). Ob6opyaoBaHue
C BbIHOCHbIMW OriokamMu nNUTaHWs WM aganTepamu TakkKe [OIPKHO OblTb 3a3eMneHo, ecnu 3To
nNpeayCMOTPEHO KOHCTPYKUMEN Kopryca WM BUMKM Ha LWHype nuTaHud. MoHTax BO3AYLUHbIX
NVHUIA anekTponepesayn W NVHWIA, NPOKNaAblBAaeMbIX MO HapPYXXHbIM CTeHaM 30aHUA U Ha
Yepakax, JOIPKeH BbiTb BbIMOSTHEH 3KPaHMPOBaHHbLIM Kabenem (Mnv B MeTannopykase), U IMHUN
OOIMKHbI ObITb 3a3eMneHbl C ABYX KOHUOB. [lpyyem, ecnu oamMH KOHEL, 3KpaHa MoaKnovaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMNeHusi, TO BTOPOM — MOAKMYaeTCad K 3a3eMeHuo Yepes

pas3psgHUK.
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B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHMe3aLnTbl 3gaHni n coopyxennin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA W NUHWUA, UOYLLUMX MO HApPY>KHOW CTeHe
3[0aHUN 1 NO YepAayHbIM NMoMeLLeHUsIM, Ha BXxogax obopynoBaHUS OOSMKHbI ObITb YCTAHOBMEHDI

YyCTPOWCTBA MOMTHME3ALLMTDI.

B6. Temnepartypa 1 BNaxHoCTb

MakcumanbeHble 1 MUHMMarnbHblE 3HAYEHUs1 TemrnepaTypbl SKCnyaTauMnm U XpaHeHusi, a
Takke BNaXHOCTW, Bbl MoxeTe nNoCMOTpeTb B TEXHUYECKOM OMUCAHUM  KOHKPETHOro
obopynoBaHusi. MakcumanbHas pabodvas Temnepartypa — 3TO TemnepaTtypa, Bbille KOTOPOW He

[AOIMKEH HarpeBaTbCsl KOPMyC YCTPOWCTBA B NpoLiecce ANUTenNbHoM paboThbl.

B7. PasmelueHue

[Ana BeHTMNSAUMM yCTpOMCTBa HEOOXOAMMO OCTaBWUTb Kak MUHMMYM No 5 cm cBOGOAHOroO
npocTtpaHcTBa no 6GokaM W CO CTOPOHbl 3agHen naHenwu ycTtpowuctBa. [lpu ycTaHoBke B
TENEeKOMMYHMKAUMOHHBLIN  WwKad unmM CcTonKky JomkHa ObiTb obecneyeHa Heobxopumas
BeHTUnAuuA. [na 3TOoro pekoMeHAyeTCs YyCTaHaBnMBaTb B WKady cneumanbHbid  6nok
BEHTUNATOPOB. TemnepaTypa OKpyXXalLlero Bo3gyxa W BEHTUNAUMA LOMKHbl obecnevmBaTtb
HeobxoauMbIA  TemnepaTypHbii  pexum obopyaoBaHus (B COOTBETCTBMM C  TE€XHUYECKMMM
XapakTepUCTUKaMM KOHKPETHOrO 060pya0oBaHMS).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh CreayoLwmm TpeboBaHNsaM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCTBME B BO34yXe NapoOB BMaru, arpeccuBHbIX Cpea.

B) B nomewieHun, roe ycrtaHaenvBaeTca 0OOOpyaoBaHWE, He [OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewaTb Ha 060pyAOBaHUN NOCTOPOHHME MpeaMeTbl U NepekpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHne Heobxogmmo obcnyxmBaTb C NEPUOLAMYHOCTBIO HE MEHee OL4HOro pasa B
rog C Uenbl yganeHus u3 Hero nbiiv. AT0 no3sonut obopypoBaHuio paboTtatb 6e3 cboesB B

Te4yeHune npoaosnKUTESNIbHOIro BpeMeHw.

B9. NMoaknto4vyeHne nHtepdencos
O06opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOTOM COOTBETCTBUM C Ha3HaAYE€HUEM U TUMOM

YCTaHOBIIEHHbIX NHTEP(ENCOB.
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B10. MNapaHTUiHbIe 06s3aTenbCTBa

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo obopyaoBaHne GyaeT paboTaTb AOMKHLIM
00pa3om B pasnumyHbiX KOHUrypaumsix n obnactax NpUMMEHEHUs, U He AaeT HUKAKOW rapaHTum,
yTO 0bGopyaoBaHMe obs3aTenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHUAMWU KIMEHTa npwm
ero NpMMeHeHUn B cneumndunyecknx Lensx.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHbLIM 0bs3aTeNbLCTBAM NpU
NOBPEeXOEeHUN BHELWIHUX WHTepdencoB obopyaoBaHUs (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.M.) 1 camoro o6opyaoBaHusl, BO3HUKLLEM B pe3yrbTaTe:

a) HecobntogeHnst NpaBuI TPAHCNOPTUPOBKM U YCNOBUI XpPaHEHUS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak noXkap, HaBOOAHEHME, 3EMITIETPSACEHNE 1 Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHM MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaumm,;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPY NEPENPOLLNBKE;

[) NCNONb30BaHNA HE NO Ha3HaAYeHWIo;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMMUYECKUX W WHbIX BUOOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ paMKM OO0MYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NnpeayCcMOTpPEeHbl TEXHMYECKON creumndukalmen Ha gaHHoe obopyaoBaHue;

) BO3OENCTBMSA BbICOKOTO HanpshkeHust (yoap MOSHMKM, CTaTU4eckoe 3neKTpU4ecTBO U

T.M.).
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MpunoxeHue C. lNMpaBa n noagaepxka

C1. ToproBas mapka

Copyright © BEWARD 2020.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasfgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMIEHNS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkon OOO «HIIM «beeapa». Bece

OCTallbHbl€ TOProBble€ MapKn npuHaanexart Ux sragenbuam.

C2. OrpaHu4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, YTO annapaTHble cpeacTBa OygyT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cCpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUn,
noapasymeBaeMblX WM BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKkTepucTuK, WIu
paboTocnocobHOCTM MNpu Mchonb3oBaHuM B creundunyecknx uenax. OO0 «HIMIM «besapa»
NpUNoXnno Bce ycunusa, 4tobbl caenartb 310 PyKoBOACTBO MO akcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPOMycKK, KOTOpblE, BO3MOXHO, NPOU3OLLISN NpY HanMcaHnn gaHHoro PykoBoacTaa.

NHdpopmauua B nobon yactn PykoBoacTBa No aKcniyataumm M3MeHseTca U OOMNosHseTcs
OO0 «HIMMN «beBapa» 6e3 npeaBaputensHoro yeegomnenms. OO0 «HIM «besapa» He Gepet
Ha cebs HMKaKON OTBETCTBEHHOCTM 3a NoOble NOrpeLlHOCTN, KOTOPblE MOTYT COAEPXaTbCsA B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebst OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, M ocTaBnseT 3a cobon NMpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B usgenus, onucaHHble B Hem, B noboe Bpemsi 6e3 npegsapuTenbHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauuio, KOTopasa sBNseTcs
HenpaBUNbHOMW WNW  HEMNOMHOW, wunu BBOAMT B 3abnyxaeHwe, Mbl Oyaem Bam «kpawniHe

Nnpu3HaTesibHbl 3a Bawu KOMMEHTapun un npeanoxeHusa.

C3. Npenynpexaexnsa FCC

3710 06opynoBaHMe BbINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAIOLWNM TpeboBaHNAM
NoNOXeHUsT O LMPOBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
depepanbHon komuccum no ceasm (FCC). 3Tm orpaHnyeHuss 6binu paspaboTaHbl B Lendx
obecneyeHnss 3awWnTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HMKaTb MPWM WUCMONb30OBaHUA
obopynoBaHUA B KOMMEPYECKUX Lendx. OTo obopygoBaHMe MOXeT uanydaTtb, reHepupoBaTb U
ncnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn pgaHHoe obGopydosaHve 6yaet
YCT@HOBMNEHO W/unu 6yaeT MCNoNb30BaTbCA C OTKMOHEHUSIMU OT HacToswero PykoBogctea, OHO

MOXeT OKa3blBaTb BpeaHoe BO3OENCTBME Ha Ka4yeCTBO paanoceA3n, a npu yCtaHOBKE B Xunom
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30He, BO3MOXHO, — Ha 340poBbe ntogen. B aTom cnyyae Bnageney Gyaet o6s3aH McnpaBnsiTb

nocnencTtena speaHoro BO3ENCTBMS 3a CBOM CYeET.

C4. NpepynpexaeHne CE

OTO YCTPOMCTBO MOXET BbI3bIBaTb PAAMONOMEXM BO BHELLUHEM OKPYXXeHUW. B aToM cnyyae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBDI.

C5. NMoppepxka

Ons uHopMaunnm OTHOCUTESNTIBHO CcepBUCa U MOAAEPXKKWU, MNOXanywnucra, CBSXKUTECH C

cepBucHbIM LeHTpom OO0 «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MOXeTe HaWTh Ha canTe

http://www.beward.ru/.

Mepen obOpaweHueM B Ccnyxby TExXHWYECKOW NOAOEPXKKW, MNOoXKarnywucra, noarotoBbTe

cneayoLyo nHpopmaumio:

ToyHoe HammeHoBaHuve u IP-agpec Bawero obopynoBaHusa (B cnydae npuobpeTteHus
IP-o6opynoBaHus), ata nokKynku.

Coo6LweHuns 06 owmnbkax, KOTopble NOABAANNCL C MOMEHTA BO3HUKHOBEHUS NPOBMneMbI.
Bepcua npowwmBkM 1 4Yepe3 Kakoe obopygoBaHue paboTano yYCTPOMCTBO, Koraa
BO3HWMKMNa npobnema.

MNponsBeneHHble Bamu gencteus (No waram), npeanpuHATbie Ans CamoCTOATENbHOro
peLlueHnst npobnemsl.

CKPUHLLOTbI HACTPOEK U NapameTpbl NOAKIOYEHNS.

Uem nonHee O6ygeT npeactaeBneHHas Bawmu uvHdopmaums, Tem ObicTpee Hawm

crneumanuncTbl cMoryT noMoyb Bam pewwnts npobnemy.

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CRW



Be\'UARD Ipunosxcenus

MpunoxeHue D. Mmoccapumn

3GP - mynbTUMeaunnHbIA KOHTENHep, onpeaensembln MapTHEpckum [MpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) onsa mynetumeannHbelx cnyx6 3G UMTS.
MHorne coBpemMeHHble MOOUIbHbIE TenedoHbl MMEKT (PYHKUMM 3anMcuM M NpocMoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NPOrpaMMHOro obecneveHuns
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 43blka(-OB), UCMONb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynpasrneHust ActiveX, gokymMeHTammu
ActiveX wn cueHapusmmn ActiveX. OnemeHTbl ynpaBneHusa ActiveX 4acTo 3arpyxawTcs U
WMHCTanNNupyTCa aBTOMaTUYeCKn, Kak 3anpawuvBaembl. Cama no cebe faHHas TeXHoOMorus He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NOSIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTrpuyHaa uudpoBas
aboHeHTCKasA NWHUA) — MOAEMHas TEXHONOorus, npeBpaljalollasl aHanoroBble CurHanbl,
nepefaBaemMble NOCPEACTBOM CTaH4APTHOM TeNedOHHON NMHWUK, B LMAPOBbIE CUrHanbl (nakeTbl

Ll,aHHbIX), no3BOJIAA BO BpeMA pa6OTbI COBeEpPLLUATb 3BOHKW.

Angle / Yron o63opa — 3T0 yros, KOTOpbI 00pasyroT ny4yn, CoeguHALLME 3a4HIOK TOYKY
00bekTMBa 1 guaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE pPacCTOsiHME U Yalle BCero
BblpaxaeTca B rpagycax. OOblMHO Yyron 3peHuMs U3MepsieTcs Ha nuH3e, (POoKyCc KOTOpOW
yCTaHoBIeH B 6eCKOHeYHOCTb. B 3aBMcMMOCTM OT yrna 3peHusi, o6bekTuBbl AENSAT Ha Tpu Tuna:
LUMPOKOYrOfbHble, HOPMaribHble N ANUHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale BCero MCcnonb3ylTcsa A4S NaHOPaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onblwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHna ot 45 o 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro obbekTmnBa coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpegneneHna appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHBLIX CETAX MPOTOKOST HM3KOrO YPOBHSA, NpefHa3Ha4yeHHbI Ans
onpegeneHns agpeca KaHanbHOro ypoBHS N0 M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT NPOTOKON nony4un Grnarogapsa noBceMecTHOCTU ceTen IP, noCcTpoeHHbIX
nosepx Ethernet. 3TtoT npoTtokon wucnonb3dyetca gns ceasm IP-agpeca ¢ MAC-agpecom
ycTponcTBa. 1o nokanbHOW ceTu TpaHcnupyeTcs 3anpoc gns noucka yana ¢ MAC-agpecowm,

cooTBeTCTBYOWMM IP-agpecy.

Aspect ratio / ®opmaT aKpaHa — 9TO hopMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
O6bwwmn dopmat kagpa, WCMOMb3YEMbIN AN TENEBU3UOHHbIX 3KPAHOB M KOMMbIOTEPHbLIX
MOHUTOpPOB, cocTaBndaeT 4:3. TenesugeHne Bbicokon YyeTkocTn (HDTV) ucnonssyet doopmaT kagpa
16:9.
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Authentication / AyteHTuduKkauma — npoBepka NPUHAANEXHOCTU CyObekTy [ocTtyna

NpeabsBNEHHOrO MM MAeHTMdUKaTopa; noaTBepxaeHne nognmHHocTn. OamH m3 cnocobos
ayTeHTUMKaLMM B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero Mnosfib30BaTenbCKOro
naeHTudumkaTopa, B NPOCTOPEYUN HasbiBaeMoro «rormHom» (logink — perucTpaunoHHoe ums
nonb3oBaTensd) W Napond — HEKOW KoHduAaeHUManbHOW WHOPMaUMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOMb30oBaTeNeM JIOruH
N Naponb, KOMMbIOTEP CPaBHUBAET UX CO 3HaAYeHMEeM, KOTOpOe XpaHUTCA B chneuuanbHou 6ase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris / AP[] (ABTOoperynupyemasa guacpparma) — 970 aBTomMaTU4ECKOE perynnpoBaHme
BENWYUHbI guadparMbl O KOHTPONSA KONMMYecTBa CBeTa, Monajatwolero Ha martpuuy.
CywectByeT gBa BapuwaHTa aBTomaTudeckon perynupoBku aunadparmbl: Direct Drive n Video

Drive.

Biterate / Butpent (CkopocTb nepegavum gaHHbIx) — GykBanbHO, CKOPOCTb NPOXOXAEHNSA
6uToB MHOPMaunnN. BUTpenT NpMHATO Mcnonb3oBaTb MpU M3MepPeHUn 3APdEKTUBHON CKOPOCTU
nepegayn mvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nonesHorm WHgopmaumm»

(noMMMO TakoBOM, MO KaHany MoOXeT nepeaaBaTbcs CryxebHasi MHopMauus).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMMEHcauus
3agHero cBeTa). TUNWYHbLIN NpUMEpP HEOBXOAMMOCTU MUCMOSNb30BaHMA: YenoBek Ha )OHEe OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpasnbHyto, T.e. 0OLLy0 OCBELEHHOCTb CLEHbI,
«BMAMMOW» Kamepoun Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBEeTMNoM (poHe OKHa BbINbETCH B UTOre "3acBeTKon" BCen KapTUHKW. BkritoveHue pyHkuumn «BLC»

MOXET B NOAOBHbIX cny4yaax ncnpaButb pa60Ty adBTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomMaTnyeckoro obHapyxeHusi cepBmcoB (crnyx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HaumHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavaeTcs
ANS UCMONb30BaHUA B JOKarnbHbIX CETAX U UCMOMb3yeT CBeAeHUs (3anncu) B Criy>kbe AOMEeHHbIX
nmén (DNS) ana obHapyXeHust Opyrmx KOMMbIOTEPOB, PaBHO KaK U MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPMHTEPOB) B GrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBas agpecauums (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTog IP-agpecaunn, Nno3BonsAwLwmMn rmbko ynpaensaTe NpocTpaHcTBOM IP-agpecos, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BofdeT 3KOHOMHO
NCNonb30oBaTbh OrpaHUYEHHbIN pecypc |IP-agpecoB, NOCKOMNbKY BO3MOXHO NMPUMEHEHNE Pa3fMYHbIX

MacoK NnoaceTen K pas3nnyHbiM NoaceTAM.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESNbHbBIA 3NEMEHT, NCNOMNb3YHOLNNCS BO MHOIMX

UMPOBLIX KaMmepax M NpeacTaBnsaloWUn cCOBON KPYMHYK WHTErparbHyl0 CXeMy, COCTOSLLY U3
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COTEH ThbICAY 3apAnoB (I'II/IKCGJ'IGIZ), KOTOpble npeo6pa3y+0T CBETOBYIO 3HEPIrnid B IJ1E€KTPOHHbIE

curHanel. Pasmep matpuubl MoxeT coctasnate 1/4", 1/3", 1/2" nnu 2/3".

CGl (EavHbin wnw30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas
B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

cogepawasn opmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkmn gaHHbIX POPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTanfIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCMONb3yeMbld TUM MNONYyNpPOBOAHMKA,
KOTOPbIA MUCMONb3yeT Kak oOTpuUaTenbHyl0, TaK W MOMOXUTENbHYIO 3NEKTPUYEeCcKyo Uuenb.
MockonbKy TONbKO Of4HAa M3 3TUX TUMOB Lienen MoxeT BbiTb BKIOYeHa B noboe gaHHOe BpeMs, TO
Mukpocxembl KMOIla noTpebnsatoT MeHbLUe 3fIeKTPOSHEPTMK, YeM MUKPOCXEMBbI, UCNONb3yoLme
TONbKO OOMH TWM TpaH3ucTopa. Takke gatunkm nsobpaxeHus KMOIT B HEKOTOPbIX MUKpOCXeMax
cogepxaTt cxembl 06paboTkM, OOHAKO 3TO MPEMMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

OaT4ynkamun, KoOTopble ABNAKTCA TakkKe bonee OopormMuy B Npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa Ans
Ha3Ha4YeHWs1 NOCTOSIHHOMO AOMEHHOI0 UMEHM YCTPOMUCTBY (KOMMBIOTEPY, CETEBOMY HAKOMUTENIO) C
AnHamnyeckum IP-agpecom. 31o MoxeT 6biThb IP-agpec, nonyyeHHbin no DHCP vnn no IPCP B
PPP-coeauHeHuax (Hanpumep, npu yganéHHoMm [ocTyne 4depes mogem). [dpyrme MalluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coeguHeHne C 3TOM MaLUMHOM NOo OOMEHHOMY UMEHMN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcUrypaumm ysmna) — 3T0 CeTeBOW NPOTOKOM, NO3BONSIOWNA KOMMbOTEpPaAM aBTOMaTUYECKU
nonyyatb IP-agpec u gpyrme napametpbl, Heobxoaumble onsa pabotel B cetn TCP/IP. JaHHbIN
NPOTOKON paboTaeT no MoLenn «KNUeHT-cepBep». [ns aBTOMaTMyYeckonW KoHdurypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdurypauum ceTeBoro YycTpoucTBa obpaiwjaetca K Tak

Ha3blBaemomy cepsepy DHCP 1 nonyyaeT OT Hero HyHble napameTpbl.

DHCP-cepBep — 91O nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a[aHHOro AmManasoHa Ha ornpeferieHHbl nepuog BpeMeHu. [aHHylo YyHKUUI0 NOAAEepXKMBaoT

NpakTU4YeCckn BCe COBPEMEHHbIE MapLLpPYTU3aTopbI.

Digital Zoom / LinchpoBoe yBennuyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTUKK, @ C NOMOLLbIO KaapMpOBaHWS MOMy4YEHHOrO C MaTpuLbl n3obpaxeHns. Kamepa Huyero He
yBENMMYMBAET, a TOMbKO Bblpe3aeT HYXHYH 4YacTb Wu300paxeHuss u pacTarmBaeTr ee Ao

nepBoOHaYanbHOro paspeLleHys.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKe AOMEHbI MOTyT BbITb UCMOMb30BaHbI
opraHuMsaumMsiMn, KoTopble XOTSAT LIEHTpanu3oBaHHO YNpaBnsaTb CBOMMM KOMMbiOTEpaMKU (Ha
KOTOpbIX YCTaHOBMeHbl onepaumoHHble cuctembl Windows). Kaxabii nonb3oBaTenb B pamMKax

AOOMeHa nonydaeT Y4eTHyr 3anuncCb, KOTOpas 06bIYHO paspelwlaet 3apernctpupoBatbCAa "

PykoBoacTBO no nogkntoyeHuto IP-kamepsl B12CW



Be\'UARD Ipunosxcenus

ncrnonb3oBaTb tobon KOMMNbOTEP B OOMEHE, XOTA OAHOBPEMEHHO Ha KOMMNbKTEep MOryTt ObITb

HaloXXeHbl orpaHn4eHuA. CepBepOM OOMEHHbIX MMEH ABnAeTCA cepsep, KOTOprVI

ayTeHTVId)I/ILI,MpyeT nonb3oBaTeneun B ceTu.

Ethernet — nakeTHasi TexHonorusi nepegadvn AaHHbIX MPEVMYLLECTBEHHO B JTOKanbHbIX
KoMMbtoTepHbIX ceTsx. CrtaHpapTel Ethernet onpepensitoT npoBogHble coeauMHeHust  ©
3MeKTpUYeckme curHanbl Ha uandeckoMm ypoBHe, hopmaT kagpoB W MPOTOKOSbI yrpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOJYaHUIO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4anbHO UCMONb30BaHbl 419 YCTPOMNCTBA, KOrga OHO OTIPYXXaeTcsl C 3aBOA4A B NepBbIv
pa3. Ecnu BO3HMKHET HEOGXOOUMOCTb NepeyCcTaHOBUTb YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMSA NpUMEHMMa Ansi GONbLUMHCTBA YCTPOWCTB, M OHA MOJSTHOCTbLIO

nepeycraHasnnBaeT nobble YCTaHOBKW, KOTOPbIE ObINTM U3MEHEHbBI MOb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor dkpaH) paboTaeT Kak 6apbep Mexay
ceTaAMM, Hanpumep, Mexay nokanbHou ceTbio U WHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM Nonb3oBaTensMm OyaeT paspelueH JOCTyn U3 OAHOW CeTu B APYryto
ceTb. bpaHamayapom MoxeT 6bITb nMporpaMMHoe obecrieveHune, paboTalollee Ha KoMMbloTeEpe,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE annapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue — wusmepsiemMoe B MuUANUMeTpax ¢OKyCHoe
paccTosiHne 06beKTVBA Kamepbl, onpeaensioLlee LWMPUHY ropu3oHTanbHOM 3oHbl 0630pa, KoTopoe
B CBOIO ovepedb uamepsdeTtcsa B rpagycax. Onpenenserca Kak pacctogHue OT nepeaHen rnaBHom
TOYKM OO nepegHero dokyca (ana nepegHero hOKYCHOrO pPacCTOSIHUA) U KaK pacCTosHWe OT
3a7Hewn rmaBHON TOYKM 00 3adHero dokyca (ansa 3agHero ookycHoro pacctoaHus). MNMpu atom, nog,
rMaBHbIMM TOYKaMW MOAPaA3yMEBAKTCA TOYKM MepecedeHus nepeHen (3agHen) rrnaBHOM

MITOCKOCTU C ONTUYECKON OCbIO.

Fps / KagpoBasi yacToTta — KONM4YeCTBO KagpoB, KOTOpoe BuaeocucteMa (KOMMblOTepHast

urpa, Tenesusop, DVD-nneep, Bugeodarn) BolAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs NonHoe BuaeousobpaxeHune. B dopmate 2:1
YyepeccTpoyHon pasBépTkM uHTepderica RS-170 m B dopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMUTETa MO paguoBeLLaHuio, Kagp co3gaeTcs u3 AByxX OTAeNbHbIX obnacren
NNHWIA YepecCTpOoYHON pasBepTkn 262.5 nnn 312.5 Ha vactote 60 unu 50 My anga Toro, YToObI
copmMmpoBaTh MOSHbIA Kagp, KOTOPbIN 0ToBpasuTca Ha akpaHe Ha 4dactote 30 wnm 25 Tu. B
BMAeoKamMepax C MNPOrpecCUBHON pasBepPTKOM Kaxdblh Kagp CKaHUPYeTCs MOCTPOYHO U He

ABNAETCH YePeCCTPOUHbIM; BONBLUMHCTBO M3 HUX OTOBpaxaeTca Ha YactoTe 30 1 25 Ny,

FTP (File Transfer Protocol / lpotokon nepepayn cannoB) — 3TO NPOTOKON

NPUIIOXEHWS, KOTOpbIN ucnonb3dyeT Habop npotokonoB TCP / IP. OH ucnonbayetcsa, 4ToObI
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obmeHuBaeTca parinamm Mexagy KomnbioTepamu/yctponctBamum B cetu. FTP  nossonseT

nogkntoYaTbes K cepepam FTP, npocmaTprBaTh coAepXnMoe KaTanoroB v 3arpyxatb painbl ¢
cepBepa unu Ha cepsep. Mpotokon FTP oTHOCUTCA K MpOTOKONam MpUKNagHoOro YpoBHSt U ANs
nepefayv AaHHbIX UCNONb3yeT TpaHCNOPTHLIN npoTtokon TCP. KomaHabl v AaHHble, B OTNMYME OT
GonblUMHCTBA APYrMX MPOTOKOMOB nepeaarTcsl No pasHbiM noptam. MopT 20, oTKpbIBaeMbIN Ha
CTOpPOHEe cepBepa, UCMOoNb3yeTcs ANs nepeaayn AaHHbiX, NopT 21 - ans nepenayn komaxa. Mopt

ana npunemMa gaHHbIX KInMMeHToOM onpenendaeTcd B Ananore corriacoBaHuA.

Full-duplex / MNMonHbIM Aynnekc — NOMHbLIN Aynnekc npencraBnaeT cobow nepegady
AaHHbIX OJHOBPEMEHHO B ABYX HanpaeneHusx. B cucteme 3ByKOBOCMpPOM3BEOEHMS 3TO MOXHO
onucatb, Hanpumep, TenedOoHHbIMM cuctemMamu. Takke nonyaynsiekcHasi cBsidb obecneumBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpasJfieHU 3a OOWH pas.

G.711 — crangapT ons npeacraeneHnsa 8-omutHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takmm obpasom, G.711 kogek

co37aéT noTok 64 Kout/c.

Gain / KoadhcdmumeHT ycuneHmsa — KoadpUUNEHTOM YCUNEHUS SABMSETCSA KOIUUNEHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNUTEMb YCUNUBaeT Cuny curHana.
KoadbpmumeHTbl yemunenunsa obbl4HO BbipaXatoTcs B eanHuuax mowHoctu. eumben (ob) asnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHna ycuneHua ycunmtens.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMIO30OM SBMSETCA CeTb, KOTopas
OENCTBYET B Ka4yecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KopnopaTvBHOW CETU, CepBep
KOMNbloTEpPa, AENCTBYHOLUUA B KAa4eCTBE MEXCETEBOro Ls03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-cepBepa U cepBepa CeTeBON 3awmnTbl. MexceTeBOM LUM03 YacTo CBA3aH Kak C
MapLUPyTU3aTOPOM, KOTOPbIA pacro3HaeT, KyAa HanpaensATb NaKeT AaHHbIX, KOTOPbLIA NPUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro wn3a and AgaHHOro nakeTa.

H.264 — 370 mMexayHapoaHbIM CTaHOapT KOAMPOBaHWUS ayavmo M BUAeo, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [lJaHHbI cTaHOapT COO4EpPXUT psg HOBbIX
BO3MOXHOCTEN, MO3BOJMSAKLINX 3HAYUTENbHO MOBLICUTL 3MPEKTUBHOCTL CKaTusi BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
GonbLuyo rMHBKOCTb MPUMEHEHNSA B pa3HOObpasHbIX ceTeBbIX cpeaax. Mcnonb3yetca B LMpOBOM

TenesunaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTokon nepepayn runeprtekcra) — 310 Habop
npasun no obmeHy cannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU

MynbTumMeama dannamm) B cetu. lNpoTtokon HTTP sBnseTca NpoTOKONOM BbICLLErO YPOBHSA B
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cemenictee npoTokonos TCP/IP. B gaHHOM npoTokone ntobon naket nepegaeTca 4O MNONyYeHus

noareepXxgeHma o ero npasuiibHOM npneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuwéHHbIM NpoTOKON nepeaayu
rmunepTekcTa) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudgpoBaHue. [daHHble,
nepegaBaembie no npotokony HTTP, «ynakoBbiBaoTCA» B KpunTorpaduyeckmin npoTtokon SSL
unu TLS, Tem cambiM obecnevnBaeTcs 3awmTta 3Tux gaHHblx. B otnnume ot HTTP, ana HTTPS no

ymon4aHuio ncnonosyetca TCP-nopt 443.

Hub / CeTeBOI KOHLEHTPATOP - CETEBON KOHLEHTPATOP MCNONb3yeTcs AN NoAKNHYEHNS
MHOIOYMCIEHHBIX YCTPONCTB K ceTn. CeTeBOM KOHLEHTpATOp nepeaaeT Bce AaHHbIe B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOSMbKO nepegaeT AaHHble B YCTPOWCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBoW NpOTOKOJN YyNpaBrsalOWMX
coobuweHun) — ceTeBor MpPOTOKON, BXxogswmn B ctek npotokonoB TCP/IP. B ocHoBHoM ICMP
ncnonb3yetcs Ans nepegaydn coobuieHnin o6 owmbkax U APYrux UCKNIOYUTENbHbBIX CUTyauusx,
BO3HUKLLMX MPW Nepeaaye AaHHbIX, Hanpumep, 3anpalimBaemMas ycnyra HegocTynHa unmn XocT unum

MapLIpyTU3aTop He OTBEeYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 370 ceMencTBO cTaHAapToB ANsi 6ecnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedadvy AaHHbIX Ha ckopoctn 1 unm 2
M6uT/cek Ha nonoce 2.4 [Tu. CraHpapT xe 802.11b 3apaeT ckopocTb nepenayn AaHHbIX 11
M6uT/cek Ha nonoce 2.4 ['Tu, B To BpeMs kak ctaHaapt 802.11a no3BonseT 3aaaTb CKOPOCTb A0

54 MowuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpouyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpocTbio 50
n306paxkeHnn (Ha3biBaeMbIX MOSMSAMU) B CEKYHAY, U3 KOTOPbIX KaXable 2 nocrneaoBaTeribHbIX Nons
(nonykagpa) 3atem obbeauHsoTcs B 1 kagp. YepeccTtpodHasi pasBepTka 6bina paspabotaHa
MHOrO feT Ha3aj Ans aHanoroBoro TeneBuaeHUs U 40 CUX Mop LWMPOKO npumeHsieTcs. OHa aaet
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABMXKEHWS B CTaHOAPTHOM M300paXkeHun, XOoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXEHNE N30BpaKeHUs.

Internet Explorer (IE) — cepus 6pay3epoB, paspabaTbiBaemasn koprnopauuven Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepauunoHHbIx cnctem cemernctea Windows. Aensietcss Hanbonee

LUMPOKO Mcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 310 ctaHgapT 3awuTbl 060pyAOBaHMSA, KOTOPLIA ONUCbIBAET
nbine- W BRaro- 3awuTty kamepbl BugeoHabntogenus. lNepeas umdpa obo3HavaeT ypoOBEHb
3aWmMThl OT NonagaHna TBEpAbIX YacTuy (Hanpumep, undpa 6 obo3HayvaeT NOfHOEe UCKIYEHUe

nonagaHua nbinu). Btopas umdpa obGo3HayaeT ypoBeHb 3alMTbl OT MonafaHWus >KUAKOCTEW
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(Hanpumep, uncpa 6 obosHayaeT 6e3ynpedHyto paboTy kamepbl NPy BO3AENCTBMM MaCCUBHbIX

BOOAHbLIX MOTOKOB BOAbI Ui BPpEMEHHOM O6J'IVIBaHVIVI.)

IP-kamepa — uudpoBasa Bugeokamepa, OCOOGEHHOCTbIO KOTOPOW sBNSETCA nepefada

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnoneaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHgapt O6beauHeHHOM rpynnbl
aKcneptoB B obnactu c¢otorpachmn) — oavH M3 NONyNsiPHbIX rpadomyeckux opmMaTos,
NPUMEHSIEMbIA A8 XpaHeHus hoTon3obpakeHnn 1 NogobHbIX UM nsobpaxkeHun. MNpu cosgaHmm
n3obpaxeHmsa JPEG nmeeTcs BO3MOXHOCTb HAaCTPOMKM UCMOMb3YEMOro koadduumeHTa cxaTtusl.
Tak kak npun 6Gonee HM3kOM KO3appuUMeHTe cxatuss (T.e. CaMOM BbICOKOM Ka4yecTBe)
yBenuumBaetcs obbem dainna, cywecTByeT BbIOOp Mexay KayecTBoM M3obpakeHus n o6bemMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHust CKOpOCTU NOTOKa AaHHbIX,

T.e. 3TO CKOPOCTb, Ha KOTOPOW onpeaeneHHoe KONMYecTBO OUTOB NPOXOANAT 3aaHHYH TOYKY.

LAN (Local Area Network / JlokanbHasa Bbl4UMCnUTENbHasA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbIBatoLas 00bIYHO OTHOCUTENBHO HEGONbLUYIO TEPPUTOPUIO NN HEOOMbLLYIO TPpynny 34aHWN

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHYI0 reorpaguieckyto 30Hy.

Lux / Jlrokc — egmHuua n3mepeHnsa OCBELLEHHOCTW. Onpe/J,enﬂeTcn KaK OoCBeELlEeHHOCTb
NOBEpPXHOCTU nnowagbio 1 KB.M. CBETOBbIM MOTOKOM 1 NIOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-appec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanNbHbIN NOEHTUMUKATOP NPUCOEANHEHHONO K CETU YCTPOMUCTBA UMK, TOYHEE, ero nHTepdenic

OnAa NOAKNKYEeHNA K CETI.

Mbit/s (Megabits per second / Mbut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPOM BUTBI MPOXOAAT 3a4aHHYK TOYKY. OTOT napameTp 0ObIYHO
ncrnonb3yeTcs, Y4ToObl NpeacTaBUTb «CKOPOCTb» ceTW. JlokanbHas ceTb AofkHa paboTaTb Ha

ckopoctn 10 unu 100 MoéuT/cek.

MJPEG (Motion JPEG) — nokagpoBbil MeTO4 BMAEOCXKATUSl, OCHOBHOW OCOBGEHHOCTbIO
KOTOpPOro SABMSIETCA CXaTWe Kaxaoro OTAENbHOro kagpa BMAEOMOTOKA C MOMOLLbI anropuTma
ckatma wusobpaxenun JPEG. lMpu coxatum metogom MJIPEG wmexkagpoBas pasHuua He

Y4YUTbIBAETCA.

MPEG-4 — 370 MexayHapoaHbIi CTaH4apT, UCNONb3yeMbli NPEUMYLLECTBEHHO NS CXKaTUA
umdgposoro ayaumo u Bugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMOnb3yeTca AN BellaHus
(noTokoBOE BMAEO), 3anUCKM OUNBMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LLMPOKOBELLaHKA, B KOTOPbIX akKTUBHO NCNONb3yeTCA CKaTue Ll,M(*)pOBbIX BMOEO U 3BYyKa.
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Multicast / FpynnoBasa nepega4a — cneunanbHaa oopma LUMPOKOBELLAHUSA, NPU KOTOPOM

KOMMM MakeToB HanpaensawTCca onpedenéHHoMy MOAMHOXEeCTBY agpecaTtoB. Hapsgy c
NPUNOXEHUSAMW, yCTaHaBMMBAKLWUMKU CBA3b MeXOy WCTOYHMKOM W OOHUM nonyvartenem,
CYLLIECTBYIOT Takue npunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK Nocbinan uHdopmMaumo cpasy
rpynne nonyyatenen. [pu TpaguumoHHOW TexHonoruu |P-agpecaunn TpebyeTcs Kaxagomy
nony4artento MHopmMauun nocraTb CBOW MakeT OaHHbIX, TO €CTb OdHa WU Ta Xe MHgopmauus
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaumy npeacraenset cobon paclumpenme |IP-
agpecaumm, No3BONAKLLEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonyyarensm. MHOXecTBO
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKpeTHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynnbl MOMAY4aloT TOMNbKO YNeHbl 3TOW rpynnbl.

TexHonornsa IP Multicast npegoctaBnseT psag CyLeCTBEHHbIX NPEeUMYLLECTB N0 CPaBHEHUIO
C TPaaMUMOHHbIM Noaxodom. Hanpumep, aobasneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne npomnyckHOW CroCOBHOCTM ceTu. 3HaYUTENbHO COKpaLlaeTcs Harpyska
Ha nocbinawwun cepBep, KOTopbii Oonblle He [OOMKEeH noadepXkmBaTb  MHOXECTBO

OBYXCTOPOHHUX COeINHEHWA.

Ana peanusauumn rpynnoBoW agpecauuu B JfOKanbHOW CeTU HeobXOoauMMbl: MOoAAepKKa
rpynnoson agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
Ons OTNpaBKM 3anpoca o NpucoeguMHEHUM K rpynne 1 noryvyeHuu rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOM KapTOW, MPUNOXEeHWe, UCnonb3ylolee rpynnoBylo agpecauuio,
Hanpumep, BMAeOKOoHepeHunsa. TexHonorma «MynbTUkacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratnyeckas WM guHamumyeckas agpecauums. [pumepom
cTatmyeckmx agpecoB senstotca 224.0.0.1 — agpec rpynnbl, BKAovawowen B cebs Bce ysnbl
nokansHom cetn, 224.0.0.2 — Bce MapLlpyTu3aTopbl fokanbHOW ceTu. [uanasoH agpecos C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [An9 MPOTOKOMOB MapLipyTusauum u Opyrux
HU3KOYPOBHEBLIX MPOTOKOSIOB  NOAAepXXKku rpynnoson agpecaumn. OcTtanbHble agpeca
ONHAMWYECKNn  UCMOMb3ylTCA  NPUNoXeHnsmMn. Ha  cerogHAWHWM  OeHb  BOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPKMBAIOT 3Ty ONuUMIO (B MEHIO 0ObI4HO €CTb onuus, paspelatowas IGMP

MPOTOKOMN UM MYJbTUKACT).

NTP (Network Time Protocol / lNpoTokon cuHXpoHU3auunm BpeMeHu) — CeTeBON
NPOTOKOM AN CUHXPOHU3aLMN BpeEMEHU C ncnosnb3oBaHnem ceten. NTP ncnonb3yeTt ona cBoemn

paboTtbl npotokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SABMSETCH TeneBmM3noHHbIM 1 BuaeoctaHgaptom B CLUA. Ctangapt NTSC goctasnset 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacnesown ctaHgapT, onpeaenstoLnin

NPOTOKOIbI B3aMMOOENCTBUS TaKux yCTpOVICTB, KakK |P-KaMepr, BunageoperncTpaTtopbl 1 CUCTEMbI
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ynpaeneHna Buaeo. MexayHapodHbli ¢opyMm, CO34aBlUMKA  AdaHHbIA - CTaHdapT, OCHOBaH

komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uensto

pa3paboTkn U pacnpoCcTpaHeHNs OTKPLITOrO CTaHAapTa AN CUCTEM CETEBOro BUAEOHAbNoaeHUs.

PAL (Phase Alternating Line / TeneBusanoHHbin ctaHgapt PAL) — TeneBU3WOHHbIN
ctaHgapT PAL gaBndetca npeobrnagarolimm TeNeBM3MOHHLIM CTaH4ApTOM B CTpaHax EBponbl.

TeneBunanoHHbIN cTaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/cek.

PoE (Power over Ethernet / NutaHne 4yepe3 Ethernet) — TexHonorns, nossonstoLuas
nepegaBaTb YAanéHHOMY YCTPOWCTBY BMECTE€ C [aHHbIMU 3SMEKTPUYECKYH) SHEprui 4vepes

CTaHOapTHYO BUTYIO napy B ceTn Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIA pPECYPC, BbIAENSEMbIN
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, ANIA CBA3UM C NPUNOXKEHUSIMU,
BbINOSIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YMcCne C APYrMMU NPUMOXKEHUSMM Ha 3TOM Xe
xocTe). B 0Bbl4HOM KNMEHT-CepBEPHON MoAenu npunoxeHne nnubo oxuaaeT BXOASAWMX OAHHbIX
WNn 3anpoca Ha CcoeavHeHue («cnywaeT nopT»), NGO nocbinaeT AaHHble Unu 3anpoc Ha

coeaMHEHNe Ha N3BECTHbLIN nopT, OTKprTbIIZ npunoXxeHmnem-cepsepom.

PPP (MpoTtokon ABYXTOYEYHOro COeAMHEHUs) — TMPOTOKOS,  MO3BONSANOLLNIA
ucnonb3oBaTb MHTEpdENC nocrnedoBaTenbHON nepefayn Ans CBsA3M Mexay ABYMsS CeTeBbIMU

ycTpouncTBamn. Hanpumep, nogkntodeHue MK k cepeepy nocpeacTBOM TenedOHHON SIMHUM.

PPPoE (Point-to-Point Protocol / lpoTokon coeauHEHNA «TO4YKa - TOYKa») — NPOTOKON
Ons  nogknioyeHnsa  nonb3oBaTenen cetn  crtaHgapta  Ethernet k' WHTepHeTy  uepes
LLIMPOKOMOMOCHOE CoeanHeHNe, Takoe kak NinHma DSL, 6ecnpoBogHOe yCTPOMCTBO UK KabernbHbIN
mogem. C nomoulbto PPPOE 1 LUMPOKONONOCHOrO Mogema nosib3oBaTteny nokanbHOW ceTn MoryT
nony4yatb OOCTyn C WHAMBWMAOYarbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHLIM CEeTAM
AaHHbiX. O6beauHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT apPEKTUBHBIN CNOCO6 CO3AaHMA OTAENbHbBIX COEANHEHWI C yaanNeHHbIM CepBEPOM

Ona KaXXgoro nosjib3oBaTtersid.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BuaeoHabnogeHuu, npy KOTOPOMW Kaxabld Kagp BOCNPOWM3BOAUTCSH MO OOHOW NVHMMK B
nopsigke WX pasMeLleHns Kaxayl LWecTHaguaTylo [On  cekyHabl. To ecTb CcHadvana
nokasbiBaeTcs NuHUA 1, 3atem 2, 3atem 3 1 Tak ganee. Takum obpa3om, n3obpaxxkeHne He BbeTcs
Ha oTAenbHble nonykagpbl. B aToM cnydae nNonHOCTbIO McyesaeT ekt mepuaHusi, NO3IToOMy

Ka4eCTBO OTCHATOro BMAeo nony4vyaetca ©onee BbLICOKNM.

RJ45 — yHUPUUMPOBaHHbLIM pasbéM, UCMOMNb3yeMbld B TENEeKOMMYHMKauuax, umeet 8

KoHTakToB. Mcnonbayetcs ansa cosgadus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbl.
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Router / MapwpyTtnsatop — 3TO YCTPOWCTBO, KOTOPOE onpedensieT TOYKy OGnvkanwen

CeTW, B KOTOPYI MaKkeT AaHHbIX AOMKEH OblTb HanpaBneH Kak B CBOW OKOHYaTENbHbIA MYyHKT
HasHadyeHns. MaplpyTmu3aTtop co3gaeT uW/wnuM  noAaaepXkuBaeT — crnieumanbHyto  Tabnvuy
MapLUpyTU3aLUmm, KoTopasi CoXpaHsieT MHpopMaLmio, Kak TONbKO OHa AOCTUraeT onpeneneHHbIX
MYHKTOB HasHayeHusl. WMHorga MaplupyTM3atop BKMAOYEH B KadyecTBe 4YacTU CeTeBOro

KoMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIN MPOTOKON B peXUMe peanibHOro
BpeMeHU) — 3TO npoTokon IP gns nepefayn gaHHbIX (Hanpymep, aygvo Unu BUMAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, HeobXoanmble ONs
BOCCTAHOBJIEHMSI TOfloCa UNN BUAEOM300pakeHns B NPUEMHOM y3fe, a Takke OaHHble O Tune
koguposanunda nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro NpoTOKoNa, B YaCTHOCTMW,
nepegarTcsl BpEMEHHas METKa U HOMEP NakeTa. AT napameTpbl MO3BONSIOT NPU MUHUMATbHbIX
3agepXxkKax onpedenuTb MNOpPsSAOK U MOMEHT OEKOAMPOBaHMS KaXgoro mnaketa, a Takke
WMHTEpNoNMpoBaTb MOTEpPsiHHbIE MakeTbl. B KayecTBe Hwkenexawiero npoTokosnia TPaHCMOPTHOro

YPOBHS, KaK npasuno, ncnonbayetcs npotokosn UDP.

RTSP (Real Time Streaming Protocol / lMpoTokon nepesayn NOTOKOB B pexume
peanbHOro BpeMeHU) — 3TO NPOTOKON YMPaBeHUsl, KOTOPbIN CAY>KUT OCHOBOW ANS cornacoBaHuns
TPaHCMNOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHomn nnu ogHoagpecHon nepeagaym v ons
cornacoBaHus ucnonb3yembix kogekoB. RTSP MOXHO paccMmaTtpmBaTh Kak MynbT AUCTAHLMOHHOMO
ynpaBneHnsa notokamu AaHHbIX, NpeaocTaBnsgemMbiMuM cepBepoMm mynbtumenuna. Cepsepbl RTSP
06bl4HO wucnonb3yloT RTP B KayecTBe cTaHAapTHOrO MpOTOKONa Ana nepefadm ayguo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namsatu tuna SD) — dopmart kapTbl ¢naLw-
namsaTn, paspaboTaHHbLIA ONA UCMONb30BaHUA B OCHOBHOM B MOPTATUBHbLIX YCTpolcTBax. Ha
CErOAHSAWHUA [OeHb LIMPOKO WCMOMb3yeTcss B  UUPOBLIX YCTPOWCTBAX, Hanpumep: B
doToannapatax, MoOMNbHbIX TenedgoHax, KIK, kommyHuMkaTopax u cmapTdoHax, GPS-

HaBuratopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX NMPUCTaBKax.

Shutter / 3OnNeKTPOHHbIM 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BpPEMSI HaKOMIEHWs1 JneKTpU4eckoro 3apsga. OTa geTanb OTBevyaeT 3a
ANUTENbHOCTb BbIAEPXKKM M KONMYECTBO CBETA, MOMNABLUEro Ha Matpuuy nepes hopM1MpoBaHMEM

n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / lNpocTton npoTtokon nepegayn NouYTbl) —
npotokon SMTP wucnonb3yetcs ANA OTCbIIKA W MNOMyYeHUs SMEKTPOHHOW nouyTbl. OgHako
MOCKOSbKY OH SIBNISETCHA «MPOCTbIM» MO CBOEW CTPYKTYpE, TO OH OrpaHUYeH B CBOEN BO3MOXHOCTU
Nno BMECTMMOCTU COOOLUEHU Ha Mnorny4arowem KoHUe, U OH 0Bbl4HO MCMOoMnb3yeTcs C OOHUM U3

AOBYX OpYyrnx npoTOKOJ10B, POP3 unu MPOTOKOJIOM MHTEPAKTUBHOIO A0CTyNa K SJ'IeKTpOHHOVI no4rte
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(I'IpOTOKOJ'I |MAP) ChyY NPOTOKOJIbl NO3BOJIAIOT NOJIb30OBATESTHO COXPaAHATb COO6LL|,€HVIF| B NMOYTOBOM

ALWUKE cepBepa 1 nepnoanveckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuiieHHbIX
cokeToB / lpoTokon TPaHCMOPTHOro YPOBHA) — 3TN ABa nNpoTokona (npotokon SSL asndaeTtca
npueMHuKkom npotokona TSL) gaBnsawTCcA  Kpuntorpaduyeckumn npoTOKONamu, KOTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B 6onblumHcTBE cnyyaerB npoTokon SSL ncnonb3yetcs
yepes npotokonn HTTP, 4ToGbl chopmmpoBaTb NPOTOKON 3aWMLEHHON Mepedayvn runeprekcTa
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOMO, Hanpumep, B MHTepHeTe Onsl OCYLLECTBEHNS
(OMHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buae. [lpotokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpacnHeCcKoro Kro4a, YTobbl NOATBEPXKAATL NAEHTUYHOCTb cepBepa.

Subnet mask / Macka noacetn — GuTOBas Macka, onpepenswowlasi, kakaa 4yactb IP-
agpeca y3na ceTu OTHOCUTCA K adpecy CeTu, a Kakasi — K afgpecy Camoro yana B 3TOW CETW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 HaxoauTca B ceTu
192.168.0.0.

Switch / KommyTatop — KOMMyTaToOpoM S$IBMSIETCS CeTeBOe YCTPOMCTBO, KOTOpoe
COoefVHSAEeT CErMeHTbl CETU BMECTE N KOTOPOE BblGMpaeT MapLupyT AN Nepecbilikn yCTPONCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. O6bIMHO KOMMYyTaTop sBnsieTcsas 6onee npocTbiM U
Gonee ObICTPbIM MEXAHU3MOM, YEM CETEBOW MapLUpyTu3aTop. HekoTopble KOMMyTaTopbl UMET

yHKUMIO MapLUpyTM3aTopa.

TCP (Transmission Control Protocol / poTokon ynpaBneHus nepepayen) — ogmH 13
OCHOBHbIX CEeTeBbIX MPOTOKONOB WHTepHeTa, npefHas3Ha4YeHHbl ANs ynpaBneHus nepegaden
OaHHbIX B ceTax u nogcetsx TCP/IP. TCP - aTo TpaHCNOPTHLIN MeXaHu3M, NpeaoCcTaBsoLWwmmn
NOTOK AaHHbIX C NpeaBapuUTenbHOM YCTaHOBKOW COeAMHEHWS, 3a CHET 3TOro AaloLmi YyBEPEHHOCTb
B AOCTOBEPHOCTU MNOJSlydaeMblX AaHHbIX, OCYLLEeCTBNSET MOBTOPHbLIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu noryvyeHun ABYX KOMMKW OAHOro naketa (Cwm.
Takke T/TCP).

TTL (Time to live) — npegenbHbI Nepuog BpeEMEHN UM YACIIO UTepaunii nNu Nepexonos,
3a KOTOpbIN Habop AaHHbIX (NakeT) MOXeT CylecTBOBaTb 4O CBOEro MCYE3HOBEHMS. 3HaveHue
TTL mMOXeT paccmMaTpmBaTbCA Kak BEPXHAS rpaHuLa BPEMEHU cyllecTBoBaHUsA IP-gentarpammbl B
cetu. MNone TTL ycTtaHaBnvBaeTcs oTnpaBuTenemMm gentarpammbl U YMEHbLUIAETCH KaXablM Y3rIOM
(Hanpumep,  MapLIpyTM3aTOpPOM) Ha NYTU €ro CrnefoBaHUsA, B COOTBETCTBUM CO BpeMeHeM
npebblBaHUs B [OaHHOM YCTPOWCTBE WM COrnacHo npoTtokony obpaboTtku. Ecnm none TTL
CTaHOBUTCS paBHbIM HyrMO A0 TOro, Kak gevTtarpamma npubyaeTt B MyHKT HasHaveHusl, TO Takas
agentarpamma otbpacbiBaetca u  oTnpasutento oTtcebinaetca ICMP-naket ¢ kogom 11 —

((npeBbILIJeHI/Ie BpEeMEHHOro nHTepBana».
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UDP (User Datagram Protocol / lpotokon pentarpamm nonb3oBaTens) — 3TO

npoTtokon oObMeHa [aHHbIMA C  OrpaHWYEeHWsIMA  Ha MepecbllaemMble AaHHble MO CeTw,
ucnoneaytowen npotokon IP. TNpotokon UDP gaensetcsa anbTepHatuBon npoTtokony TCP.
Mpeumywectso npotokona UDP coctouT B TOM, 4TO ANA Hero HeobsAsaTernbHa AoCTaBka BCEX
AaHHBIX N HEKOoTopble nakeTbl MOryT 6biTb NPOMYyLLEHbI, eCrn CeTb NneperpyxeHa. 3T0O 0COBEHHO
yaobHO npu nepegaye BumageomaTepuanoB B peXvMMe peanibHOro BPEMEHW, NOCKOMbKY He umeet
CMbICnia MOBTOPHO MepefaBaTb YCTapeBLUyld WH(OpMauuio, KoTopas BCe paBHO He Oyget

oTobpaxeHa.

UPnP (Universal Plug and Play) — TtexHonorus, nosBonsowasi nepcoHasrbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HanpuMmep, OXpaHHOMY 0B6OpyAOBaHMIO,
pasBriekaTenibHbIM  YCTPOMCTBaAM WM UHTEPHEeT-LUN3aM) CoeauHATbCA  Mexay  cobon
aBTOMaTMyeckn u paboratb COBMECTHO 4vepe3 eauHyt ceTb. [Mnatdopma UPnP ctpoutca Ha
OCHOBE TaKMX WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
noaaepxunBaeT ceTeBble MHAPACTPYKTYpbl MpakTUYecku nboro Tvna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1Mx 4ncno, B YacTHOCTU, BXOAAT kabenbHbin Ethernet, 6ecnposoaHbie cetn Wi-
Fi, ceTu Ha ocHoBe TeNnemOHHbIX NUHWUIA, NUHUIA anekTponuTaHus u np. lMoggepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbIM yKasaTenb pecypcoB) — 370

CTaHO4apTU3NPOBaAHHbIN cnocob 3anucu afpeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoagHon npoTokon nepeaayvm AaHHbIX) —
NPOTOKOM, CO34aHHbIn crneumanbHo ansa GSM-ceTell, roe HYXHO YyCTaHaBnvBaTb CBS3b
nopTaTMBHbIX YCTPOUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTtens MOGUNBHOroO

YCTPOWCTBA MOXET 3arpyxartb u3 cetn NHTepHeT niobble undpoBbie OaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
00bl4HO BeG-6pay3epoB, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, hannom, Meama-noTokoM Unm ApyruMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ans 6ecnpoBogHbix ceTen Ha 6ase crtaHgapta |IEEE
802.11. Jlboe obopyaosaHue, cooTBeTcTBylowee cTaHgapty |EEE 802.11, moxetr ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYOLLEro ceptudumkata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / bBecnpoBogHasa LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMONb3yHoLas B
KayecTBe HOCUTENS pPagMoBOSHbI: 6eCcnpoBOHOE MOAKMIOYEHME K CETU KOHEYHOro NoNb30oBaTens.

[1ns OCHOBHOW CETEBOM CTPYKTYPbl 0O6bIYHO MCMONb3yeTcs kKabenbHOe coeguHeEHMeE.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN Ans NofyaBToMaTU4eCcKoro

co3aaHusa 6ecnpoBOHON AOMALLHEW CETMU. HPOTOKOJ'I npn3BaH OKa3aTb NMOMOLLb MNOJ1Ib30BATENAM,

KoTopble He 00nagalT LUMPOKMMM 3HaHUSMU O Ge3onacHOCTU B GecnpoBOAHbLIX CETSAX, U Kak
crneacTBue, UMEKT CIOXKHOCTM Mpu ocyllecTeneHnn HacTpoek. WPS aBTomatuyecku obosHavaeT
UMS ceTu U 3agaeT LundpoBaHue, Ans 3alimTbl OT HECAHKLMOHUPOBAHHOMO AOCTyna B CETb, Npu

3TOM HeT HeobX0aUMOCTU BPYYHYIO 3a4aBaTb BCe NapameTpbl.

Anroputm cxatus BMAeO — 3TO METOAMKa YMeHbLUeHUs pasMmepa dranna umnmdpoBon
BMAeO3annucu nocpeacTBOM  yAaneHus rpaduyeckmx 3reMEHTOB, He  BOCMPUHUMaeMbIX

4yenoBe4eCKM rna3om.

BapudokanbHbin 06bLEKTUB — OObEKTMB, MO3BOMSOWMIA MCMNONb30BaTb Pa3fiMyHbIe
hOKyCHble PacCTOsiHUS B MPOTMBOMOSIOXKHOCTL OOBLEKTMBY C  (PMKCUMPOBAHHBIM  (POKYCHBIM

pacCTOsIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa - Bug kabens cBs3W, npepcrtaBnsieT cobon OAHY WM HEecKonbko nap
N30NNPOBaHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLITbIX MNacTUKOBOW OGOMOYKON.
CeuBaHME NPOBOAHUKOB MPOWU3BOAUTCS C LIEMbl MOBBLILEHMS CTEMEHM CBA3M Mexay coboi
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHuTHasi noMexa OfIMHaKoBO BNusieT Ha oba npoBoaa napbl)
N MOCNEAYIOLEro YMEHbLUEHUS! 3NEKTPOMAarHUTHbIX MOMEX OT BHELUHMX WCTOYHUKOB, a Takke

B3aMMHbIX HAGBOOOK MNMpu nepenadve nmd)d)epeHumaanblx CUrHanos.

BblAep)KKa — WHTepBalyl BpeMeHU, B Te4eHne KOTOPOro CBeT BOS,EI,e|7ICTByeT Ha Yy4acCToOK
CBETOYYBCTBUTEITIBHOIO Matepuana unmu CBeTO‘-IyBCTBVITeJ'leOIZ MaTpuubl AnA COOGLLI,eHI/IFI emMy

onpenenéHHon aKcnosnunn.

[eTekTop ABUXEHUSA — 3TO annapaTHbIn NMBO NPOrpaMmHbIN MOAYb, OCHOBHOW 3adadven

KOTOPOro siBNsieTcst obHapyXeHe nepemMeLLaoLLmnxcs B Nosie 3peHnst Kamepbl 0GbEKTOB.

[eTekTop caboTtaxa — 3TO NMPOrpamMMHbIA MOAYfb, KOTOPbIA MO3BONseT ObHapyxuBaTb
TakMe cuTyauuun, Kak: pacOoKyCupoBKa, NepeKkpbiTMe UM 3acBeYnmBaHMe M300paKeHusi, OTBOPOT
Kamepbl, 4YacTuyHas noTteps curHana. [NpuvHuMn OencTBMsi OCHOBAH Ha aHanu3e B pexume
peanbHOr0 BPEMEHV W3MEHEHMSI KOHTpacTa JfoKamnbHbiXx obnacten kagpoB W3 BMAEONOTOKA,
nonly4aemMoro ¢ Terniekamepbl-getektopa. [letektop caboTaxa aBTomMaTU4ecKkn BblbupaeT obnactu
KagpoB, MO KOTOPbIM HEOBXOOUMO OUEHUBaTb U3MEHEHME KOHTPacTHOCTM BO BPEMEHM U, ecnu
N3MEHEHME KOHTPACTHOCTM B 3TUX 06nacTax npeBblllaeT HEKOTOPbI OTHOCUTENbHbIA MNOpPOT,

NPUHUMAET peLleHne O noTepe «rnosie3Horo» BuaeocurHana.

Ovacdparma (ot rpey. didphragma — neperopopgka) — 310 oTBepcTne B OObekTuBe
Kamepbl, KOTOpOe perynupyeT KONMYecTBO CBeTa, nonajawolero Ha martpudy. W3meHeHne
pasmepa guadparMbl MO3BOMSET KOHTPONMPOBaTb LUEnbld pad nokasaTtenen, BaxHbIX A5

nony4yeHuna Ka4yeCTtBeHHOro |/|306pa>KeH n4.
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JdomMeHHoOe umMsa — 370 onpeaeneHHas 6yKBeHHaﬂ nocrnegoBaTenbHOCTb, 0003HavarLas

uMma caunTta unu ncnonbldyemMad B MMeHax 3JIEKTPOHHbIX MOYTOBbIX ALLMKOB. ﬂ,OMeHHbIe MMEHa
0aloT BO3MOXHOCTb agpecaunn UMHTEepPHeT-y3rNoB U pacrofioXeHHbIX Ha HUX CeTeBbIX peCypCcoB

(Beb-canToB, cepBepOB AMEKTPOHHOM NOYThI, APYrMX cnyx06) B yaobHom anga yenoseka popme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTBo, obecneymBarollee MOACBETKY 0ObekTa

HabnoaeHNs ¢ n3nydYeHnem B MHPaKpacHOM AuanasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa ons pabdoThbl KpyrinoCcyTOYHO
B pasHbIX YCNOBUSAX OCBELLEHHOCTU. B yCcnoBusix Apkon OCBELLEHHOCTU M3obpaxeHne uBeTHoe. B
TEMHOE BpeMS CYTOK, Korga spkui CBET nponagaeT, M HadMHalTCs CyMEepKMW, M3obpaeHue

CTaHOBUTCA qepHo-6enoe, B pe3yJibTaTte 4ero noBbillaeTCcA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsi3n Kogek aTo 0bblMHO koaep/aekoaep. Kogekn ncnonb3yrTcs B
WHTErpMpoBaHHbIX LENsaxX WM MuKpocxemax Aans npeobpa3oBaHus aHanoroBblX BUOEO- U
ayaguocurHanoB B umdpoBon dopmat anda nocnegytowen nepegadn. Kogek takke npeobpasyet
npuHMMaemMble UudPOBbIE CcUrHanbl B aHanoroebin dopmat. B kogeke ogHa MuKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHMst aHaNoOroBoro curHana B LumdpoBon 1 LMdPOBOro curHana B
aHanoroBbIn. TepMunH «Kogek» Takke MoXeT OTHOCUTBCH K KOMNpeccun/gekoMnpeccun, n B aTom
crny4ae oH 06bl4HO O3HAYaeT anropmTM U KOMMbIOTEPHYHO NPOrpaMmy Ansi YMeHbLUeHMs obbema

dhainos 1 nporpamm.

Hopmaano 3aMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yuKa, KOTopasda B NnaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbIE.

Hopmaano Pa3OMKHYTbleé KOHTaKTbl — TaKad KOHCTPYKUMA [OaTyuka, KOTopad B

NacCMBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbIE.

O61bLEeKTMB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHaYeHHas ans

¢hoKyCUPOBKM NOTOKA CBETA HA MaTpULie BUAEOKaAMEPbI.

OTHoweHMne curHan/lym — YUCIEHHO onpeaensieT coaepXaHue napasvTHbIX LyMOB B
curHane. Mamepsetca B geunbenax (ab). Yem Gonblie 3HayeHMe OTHOLWIEHMS CurHan/Lym ang

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKXEHUI nMeeT V|306pa>|<eH|/|e.

Mukcenb — 3TO 0QHA M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX Lundpooe nsodbpaxeHue. Liset

N UHTEHCUBHOCTb KaXX0ro nmuKkcesnsa coctaBndeT KpOLIEYHYHO obnactb M306pa)KeHI/IF|.

MNMpokcu-cepsep (Proxy - npeacraButenb, YNOMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbLIX CETAX, MNO3BONSALWAA KIMEHTaM BbINOMNHATL KOCBEHHblE 3anpocbl K Apyrum
ceTeBbIM crnyxx6am. CHavana KnueHT MOAKMoYaeTCsl K NMPOKCU-CEpBEpPY M 3anpallmBaeT Kakow-
nmbo pecypc, pacrnornoXeHHbI Ha ApYroMm cepBepe. 3ateM NpoKcu-cepsep NMbo NOAKMYaeTcs K

yKazaHHOMY CepBepy W Mony4YaeT pecypc Yy Hero, Nvbo BO3BpallaeT pecypc U3 COBGCTBEHHOro
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KaLlla. I'IpOKCM-cepBep No3BONSET 3aWmaTh KNNEHTCKNI KOMIMbOTEP OT HEKOTOPLIX CETEBbLIX aTakK

M nomMmoraeT CoOXpaHATb aHOHUMHOCTb KIMMEeHTa.

MpoTtokon — cTaHOapT, onpedensioWMin noBedeHne QYHKLMOHamNbHbIX OroKoB Mnpu
nepenadve pAaHHbiX. Popmanm3oBaHHble nNpaBuna, onpeaensawllMe MnocneaoBaTenbHOCTL U
dopmaT CcoOOLIEHMI, KOTOPbIMA OOMEHMBAIOTCA CETEBblE KOMMOHEHThI, feXallue Ha OOHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspewleHne nM3obpaxeHUsa — 3TO KONMYECTBO MUKCENENn (TOYeK) Ha eanHuLy nrowagu
n3o6paxeHus. MamepseTtcst B Meranukcensax unvm otobpaxaeTtcsi B BUAe ABYX BENUYUH — BbICOTbI U

LUMPUWHBI N306paxeHus. BoicoTa 1 WMpUHa Takke B JAHHOM Crlyyae U3MepSIoTCS B MUKCENSIX.

Py4yHasa anacdparma — NnpoTMBOMNOMIOKHOCTE aBTOMaTn4eckon anadparmel, T.e. HacTpourka
anadparMbl  Kamepbl AOMKHA BbINOMHATECA BPYYHYKO ONS PerynupoBKM KONMM4YecTBa CBETA,

AJocTurarowero 4yBCcTBUTESIbHOIoO afieMeHTa.

CBeTocuna o6bLeKTUBa — 3TO XapakTepucTuka, nokasblBarolLasi, kakoe KONM4ecTBo ceeTa
cnocobeH nponyckaTb OaHHbIA 0ObEKTMB. Yem Gonblue MakcUMarnbHbIi AMaMeTp OTKPbITOW
AvadparMbl (UK, COOTBETCTBEHHO, YEM MeHblue F-yucno), TemM Gonbllee KONMMYecTBO CBeTa

MOXXET MONacTb CKBO3b OOBLEKTMB Ha d)OKaJ'IbHyI'O NNOCKOCTb, N TEM BbilLIE CBETOCUITA obbekTuBa.

Cumnnekc - npum CUMMMNEKCHOM CBA3N CeTeBOM Kabenb WNM KaHamn CBSA3N MOXeT

MCNonb30BaTbCA AJ14 nepeaadn MHd)OpMaLl,I/II/I TOJNMbKO B OOAHOM HanpasieHnn.

YnuyHaa Bupgeokamepa — 370 Kamepa BMAeoHabnoaeHus, KOTOpad obnagaeTt Bcemu

HeobxoanMbIMUK XapakTepunctnkamm 3allnTbl OT BITUAHUA BHELUHEeNn cpeabl and pa60TbI Ha ynuue.

LiBeTHass Bupeokamepa — O9TO Kamepa, KoTopas pfaeT usBeTHoe usobpaxenue. [lo
onpeaeneHnio MaTpuubl Bugeokamep 4YepHo-6enble, a Ans nonyyeHus LUBETHOro nsobpakeHus
BO3MNe KaKOoW A4Yerku mMaTpulbl GopMUpYOTCA LUBETHble uIbTpbl. [epBbid unbTp NPUBHOCUT
KpaCHY COCTaBISOLLYIO LiBETA, BTOPON 3€MIEHYI0, @ TPETUI CUHIOK. Taknm obpa3om, Tpu SYEnku
CTaHOBSATCS OAHOWM Toukon B LBeToBOM popmate RGB. CriegoBaTtenbHO, BMECTO TpeX NMUKCENen

Ha pe3ynbTUPYHOLLEM U306paKeHUN Mbl MONy4YaeM TOSNbKO OAVH.

AnektpomexaHunyeckun WUK-cbunbTp — npeacraBnser cobon yCTPOMCTBO, KOTOpOEe
CMOCOGHO B OOHOM pexume nogaensaTb MHPaKpacHbI AManasoH Npy NomMowy MHgpakpacHoro
WK-punbTpa, a B apyrom pexmme VK-cunbTp ybrpaeTca anekTpoMexaHuyeckn, Takmm obpasom,

aenaa OOoCTYNHbIM BEeCb CNEKTP CBETOU3ITYYEHNA.
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